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Email:
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CONG HOA XAH
boc lap -

Ha Noi, ngay A1 thang 9 nam 2019

Vv rasoal. thue hién ¢ac canh bao veé an toan
thong tin cua Cuce An toan thong tn - Bo

[T thang 8 2019

Kinh gui:
- Cac So, ban, nganh;
- UBND cac quan, huy¢n, thi xa.

Theo cac bao cao s6: 37/BC-CATTT ngay 05/8/2019; s6 38/BC-CATTT
ngay 13/8/”019 s6 40/BC-CATTT ngay 26/8/2019 cua Cuc An toan thong tin, Bo
Thong tin va Truyén thong, tinh hinh an toan thong tin thang 7/2019 ¢6 nhing dién
bién phuc tap. Trong do, cac nguy co méat ATTT chu yéu tap trung vao khai thac
dicm yéu, 10 hong bao mat cua cac thiét bi, h¢ thong, cong thong tin, dich vy, tmg
dung cong nghé thong tin nham muc dich kiém soat, lam ton hai dén dir liéu may

tinh.

Nham dam bao an toan thong tin va phong tranh nguy co méat an toan thong
tin ¢ thé xay ra, SO Thong tin va lluyen thong dé nghi cac So, ban, nganh va
UBND cace quan, huyén, thi xa (goi tat la cac don vi) to churc ra soat, thuc hién cac
khuyén nghi cua Cuc An toan théng tin tai cac Bao cdo néu trén dbi vai cace hé
lhong mang cong ngh¢ thong tin tai don vi minh (Ban chup cdc bao cdo cua Cuc
Antoan thong tin kem theo).

Trong qué trinh 16 chirc thuc hi¢n néu ¢6 kho khan vudng mac dé nghi cac
don vi lién h¢ vo1 Dol ang cuu sy cb an toan thong tin mang cua S Thong tin va
Truyén thong 1Ha Noi theo s6 dién thoai 024.3512.1616./.
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KHUNG DAO TAO CHO NHAN

VIEN BAO VE DU LIEU

Uy ban bao v¢ da hicu ca nhan
(PDPC) cua Singapore gidi thicu
Khung dao tao cho Nhan vicn bao
v da higu (DPO - data protection
otficers). Khung ddo tao nay duoc
vy duny nham mue dich chudn
hoa viee dao tao bao ve dir hicu cho
cac DPO Tam vige tar nhang co
quan. to chie o Singapore, dé ho
Jat duoe cae tieu chuan mong

muon.

BIEN THE TRICKBOT MOl
NHAM VY AO WINDOWS
DEFENDER CUA MICROSOF

Vot bicn the mor cua ma doc
IickBot liC‘p e duoe doi twony
tan cong mang phat trién vor tinh
nang nyan chan vice phat hien va
foar bo no. Trong phien ban man,
FrickBot da dat muc teu vao
Windows Defender - phan mém

chong mad doc duoce car dat uen

may Windows

Ha Ngi, ngav 05 thang 08 nam 2019

THONG KE NGUON
TAN CONG DDOS

E LN T R P Y e e I N

DIEM YEU, LO HONG

AN TOAN THONG TIN

Trong tuan, cic to chire quoc té da
cong b va cap nhat it nhat 61815
hong. trong d6 ¢4 35 16 hong mic
cao. 120 16 héng muc trung binh.
45 186 héng mire thap va 418 10
hong chua danh gia. Trong do ¢o
it nhat 57 15 hong cho phép cheén
va thue thi ma [¢énh.

CHINH PHU KAZAKHSTAN
AP DUNG CHINH SACH
KIEM SOAT LUU LUONG
TRUY CAP HTTPS

Thang  7/2019,  Chinh  phu
Kazakhstan da bat dau ap dung
chinh sach kiém soat tit ca luu
luong truy c¢dp HTTPS bén trong
bi¢n gidgi lanh thé cua minh. Cic
nha cung cﬁp dich vu Internet
(ISP) tai Kazakhstan dugc Chinh
phu hudng dan dé yéu cau khach
hang cua ho cai dat ching chi do
chinh phu cip cho tat ca cac thiét




1. Diém tin ding chi y

[.1. Uy ban bao v¢ du li¢u ¢a nhan (PDPC) cua Singapore gidi thi¢u khung dao
tao cho Nhan vién bao vé du licu (DPO - data protection ofticers). Khung dao tao nay
duge xay dung nham muc dich chuan hoa viée dao tao bao v¢ dir licu cho cac DPO
lam vide tai nhimg co quan. to chire ¢ Singapore, dé ho dat duge cac tiéu chuan mong
muon. Theo ludt bao vé dir licu ca nhan (PDPA) moi co quan, to chire duoce ycu cau
phat chi dinh it nhat mot DPO giam sat va bao v¢ dw licu trong co quan, 10 chire cua
minh. MOt khao sat cua PDPC cho thay 399 cic 16 chire 1o ngai vé vice lieu DPO cua
ho ¢6 duoe trang bi cac ky nang va kién thire can thiét dé giam rui ro vi pham dir liéu
va tang kha nang phuc hoi.

B6 truong BO Thong tin va Truyén thong Singapore, Iswaran da cong bo khung
ddo o nay tar Hot thao Bao ve du li¢u cd nhan. Ol]g Iswaran cho biét khung dao o
l1ét ke ro rang bo kv nang ma DPO nén ¢o. Cac doanh nghiép cting ¢o thé tham khao
Khung nay dé ho trg trong viée dua ra quyé\ dinh tuyén dung, lap ké hoach dao tao
cho cac DPO va cdc nhom bao vé dar liéu. Ong Iswaran nhan manh rang cac doanh
nghi¢p nén coi vi¢e bao veé dir lieu la mot ycu cau bat budc quan trong chir khong phai
la mot phi ton khong ¢an thiét. Theo dng néu quan ly tot dir ligu thi day la mot nguon
canh tranh trong kinh doanh va i phuong tién dé tao ra nhirng co hdi mai cho doanh
nghiep.

1.2. Thang 7/2019, Chinh phu Kazakhstan da bat dau ap dung chinh sach ki¢m
soat tat ca luu lugng truy cdp HTTPS bén trong bién gidi lanh tho cua minh. Céic nha
cung ¢dp dich vu Internet (ISP) tai Kazakhstan duge Chinh phu huéng dan dé yéu cau
khach hang cua ho cai dat chimg chi do chinh phu ¢ap cho tat ca cae thict bi va moi
trinh duyét. Chinh phu Kazakhstan ¢o ké hoach kiém sodt lueu lugng truy cap HTTPS
vao nam 2016 nhung da phai xem xét lui thoi han thue hién do cac y kién phan déi

cua mot s6 10 chuce, bao gom: cdc ISP, ngan hang va chinh phu nude ngoai.

Chung chi goe duge dé cap dén trong chinh sach kiém soat noi trén dugc goi la
"chimg chi tin ¢dy" hodce "chung chi bao mat quéce gia". néu duge cii dat, no sé cho
phép cac ISP giam sat cac két ndi HTTPS va TLS duoe ma hoa cua nguot dung, giap
cu quan chite ndng theo doi va kiém duyét ni dung. Chinh phu Kazakhstan cho biét
bicn phap nay [a nham tang cudng bio vé cong din, co quan chinh pha va doanh
nghiep trudge cde cude tan cong mang, dic biét [a tan cong lua dao.

1.3, MOt bién thé moi cua ma doc TrickBot tiép tuc duge dbi tugng tin cong
mang phat tricn vol tinh nang ngan chan viée phat hién va loai bo no. Trong phi¢n
ban mot, TrickBot da dat muc ticu vao Windows Defender - phfm mém chéng ma doc

dugce car dat uen may Windows.




TrickBot la mot ma doe dang Trojan dugc thict k¢ véi muc tiéu danh cip thong
tin ngan hang true tuyén. vi ticn di¢n tu, thong tin trinh duyét va nhiéu thong tin khac
duoc Tuu trén may tinh va trinh duyét cua nguot dung.

[Khi TrickBot duoc thue thi, no khot dong Loader trén h¢ thong bang cach vo
higu hoa cac dich vu va ucén trinh cua Windows lién quan to1 phan mém bao mat d¢
chiém dac quycn trong h¢ thong. Sau do, Loader nay tai thanh phan ddc hai chinh
bang cich chén DLL dgc hai va tai xuéng cic mé-dun khac nham danh cap thong tin
twr may tinh, tang truyén théng/giao tiép cua cac dich vu trén hé thong va thyuce hién
nhicu hoat dong doc har khac

Trude khi xuat hién bién thé méi nay, TrickBot da nham muc tiéu vao Windows
Detender bang cach duoc thue hién cac budce sau:

- VO hiéu hoa va sau dd xoa dich vu WinDefend.

- Dimng tien trinh MsMpEng.exe. MSASCuiLl.exe va MSASCui.exe

- Them chinh sach DisableAntiSpyware vao Windows Policy va thiét lap thanh
True d¢ at Windows Detender va cac phan mém antivirus khac.

- VO hiéu hoa thong bao bao mit Windows Security.

- Vo hicu hod tinh ndng bao vé thot gian thue cua Windows Defender

V'O bién thé mai TrickBot da thém 12 phuong thire b sung nham muc tiéu va
vo hicu hoa Windows Detender va Microsoft Defender APT trong Windows. Ciac
phuong thie nay su dung cai dat Registry hoac 1énh Set-MpPreference PowerShell

de dattuy chon Windows Defender.
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Khi TrickBot phat hi¢n mot s6 chuong trinh bao mat duge cair dat, no s¢ ¢éu
hinh trinh go 101 cho tien trinh do bang cdch su dung khoa registry File Exccution
Options va gitp trinh gd 101 chay trude khi chuong trinh duogc thue thi, trinh 2§ 16i

ton tai thi chuong trinh bao mat do s¢ khong duoce thuce hién.

Vice md doc vuot qua phfm mém bao mat (anti-virus) cai dat trén may tinh d¢
ddnh ¢dp thong tin dir lidu ciing nhu thue hi¢n hanh dong doc hai trén hé thong khong
con mot la mat, do vay nguot dung cing nhu quan tri vién hé thong khong nén qua
tin twong va chu quan khi da cai dat giai phap phong chong ma doc trén may tinh.
cing nhu can phai tu trang bi kién thire va kv nang dé han ché t6i da cdc nguy co b

Ly nhiem ma doc khi tham gia moi truomg Internet.
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2. Nguy co tan cong mang twr diém véu 10 hong

Trong tudn, cdc 16 chire qude té da cong bd va ¢p nhat it nhit 618 16 hong,
trong d6 ¢6 35 16 hong mure cao, 120 16 hong mire trung binh, 45 16 hong mire thap va
1816 hong chua danh gia. Trong d6 ¢6 it nhat 57 15 hong cho phép chén va thuc thi
ma lenh.

[¢ thong kv thuat cua Cuc ATTT chu dong ra quét trén khong gian mang Vigt
Nam. ddanh gid, théng ké cho thiy ¢6 06 16 héng/nhém 16 héng trén cic san pham,
dich vu CNTT pho bién, ¢6 thé gay anh huong 16n dén nguoi dung o Viét Nam, nhu:
Nhom 249 16 hong trén phian mém Cpanel: Nhom 06 16 hong trén EspoCRM: Nhom
08 10 hong trén san pham cua D-Link. v.v... Thong tin chi tiét vé mét s6 10 hong trén

cac san phamedich vu pho bien tat Viet Nam cu the nhu sau:

San ! i

STT  pham/ | Mai 16i qubc té ! M& ta ngin i Ghi chi

dich vu ! |

| |
'Nhom 249 16 hong trén cpanel -!

| ' i L 3 Al
T ung dung pho bién su dung d¢
CVE-2019-14408 | THH&P s ,
| quan ly wceb, cho phép doiDa CO|
L Counel (CVE-2018-20863  |ryong tin cong khai thac 13i/théng tin|
hane . o . N o
} CVE-2018-20809 ;SQL [njection, XSS, chén valxac  nhan,

thye tht ma Iénh qua nhiéu|va ban va

PR X , X n
ithunh phin khace nhau, tan ¢ong

!leo thang.
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Nhom 06 15 héng trén phan
mém EspoCRM - phan mém
quan ly khach hang cho phép
doi tuong tan cong khai thac 16i
XSS qua nhiéu thanh phan khac
nhau, thuc hién tan cong vétcan
dé danh cap thong tin tai khoan.

Mot so 16,
hong da co:
cach Kkhac!
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plugin cua Jenkins (phan mém
nguén mo cho phép xdy dung!
va trién khai déng ung dung,i
jd(mg nhiéu trong phdt trién
pham mém) cho phép doi tuong
tan cong khai thac 161 XSS, thu
thap thong tin xac thuc do luu
tror khong ma hoa, truy cép trdi
ph¢p vao dir li¢u trén h¢ théng,f
'mot s6 16 héng cho phép chén
va thue thi ma I1énh.
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Nhom 08 16 hong trén mot so
san pham cua D-Link cho phép
o tuong tan cong thuc hién
khat thac 161 XSS, thu thap
théng tin xéc thuc, lay théng tin

cau hinh cua thiét bi, mot s6 16

héng cho phép chén va thue thi
[¢nh nguy hiém
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cua Elastic gGm Elasticsearch,i
Kibana va APM agent cho phép
doi tuong tan cong thuc hién tn
cong nghe lén, khai thac 1di
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3. Nguy co phat tan tin cong tw choi dich vu
Tan cong tr choi dich vu 1a hinh thire tin cong da co wr lau, va hién tar van
duoc dontugng tan cong ua thich su dung dé thue hién cac y do xau. Tan cong tu choi
dich vu ve co ban khong nguy hiém nhung lai gdy anh huong dén hoat dong cua he

thong. gay thi¢t hai vé kinh te cho to chtre bi tan cong,.

Tén cong tu chdi dich vu ¢6 thé duge thue hién vai nhiéu k¥ thudt khac nhau.
nhung trong nhitmg nam gan diy phan 1én tin tac huy dong cdc thiét bi dang mo cong
dich vu su dung giao thae UDP dé thue hién tan cong. Cac thiét bi nay co theé br huy
dong d¢ dang dé thue hién tan cong DRDoS (tan cong tir chdi dich vu phan xa phan
Gin Distributed Reflective Denial-of-Service) ma hiu qua tan cong lai rt cao. Rat

nhicu giao thuc tang ing dung dcu c¢o dicm y¢u/16 hong cho phép thuc hicn tan cong

nay.

Giao thuc 'S6 1an khuéceh dai biang thong |
N
DNS T 28 lan 54 |
Nt T e
S (O
SNMPy2 | 0.3 |
NetBIOS L‘3£*“g*%
Cosspe 308
U

CharGEN ! 358.8
o ,“L -]

QOTD | 140.3

Bitlorrent 3%




Giao thire S0 1an khuéch dai bing thangT,

R SO B
Kad ! 16.3

U S .
Qual\u Network Protocol | 63.9
© SteamProtocol |55

T =

Multicast DNS (mDNQ) | 2dén 10 ’

RV 13124

© Portmap (RPCbind) |  7dén=28 o

 LDAP WA*T*__‘ 46dénss

[ S S l__yfgﬁwa_.{

CLDAP 56 dén 70 |

: [ S |

TETP | 60 {

~ Momen d{[&m*’ﬁ 10,000 dén 51,000 |

Tai Vit Nam. ¢ riat nhidu may ghu tlml bi ¢4 thé tro thanh ngudn phat tan tan
cong DRDoS. Trong tuin ¢ 50,428 (giam so véi tuin trude 1a 50,756) thiét bi ¢o
kha nang bt huy dong va tro thanh nguén tan cong DRDoS. Céc thiét bi nay dang mo
sudung cie dich vu NTP (123). DNS (53). Chargen (19). Dudi day 1a bi¢u d6 thong
ke thidt bi theo edng dich vu phé bién trong tuan.

Sie. d2 thong ke thiét bl theo cong dich vy pho bién

~ A " \ ~A ’ - on
4. Tan cong vao Cong TTDT/irng dung web cua Viét Nam
Website Cong thong tin dién tu la kénh cung cap thong tin hi€u qua tuy nhién
hau hét khong duge quan tdam dén viée bao dam an toan cho website, rat nhiéu trang
ton tar dicm ycu. 16 hong bao mat, doi tugng tan cong cd thé khai thac dé thuc hién:



tan cong thay dor giao di¢n, tan cong lura dao thu thap thong tin tai khoan, thong tin
ca nhan. tan ¢ong car cam va phat tan ma doc.

Trong tuan. ¢o 422 truong hgp tan cong vao trang/cong thong tin di¢n tu cua

Viet Nam: 05 wuong hop tin cong thay doi giao dign, 135 truong hop tan cong lua

dao (Phishing). 282 trudng hop tan ¢ong cal cam ma doc.

Fhong ke o tugng cac irane web phishing trons tuan

theo nha cang cap dich v

5. Hoat dong cua mang botnet, APT, ma dc tai Viét Nam
5.1. Cac mang botnet pho bién

Tai Viet Nam ¢6 nhi¢u mang botnet 16n trén thé gigi dang hoat dong. trong do
not bat la Avalanche. Conficker, Gamut, loTbotnet/Mirai, PonyLoader, Sality.
Wanacry ... Cae mang nay duoc hinh thanh tu nhirg may tinh, dién thoai thong minh,
thi¢t bi mang ... bi lay nhiém ma ddc. Mdi mang botnet déu ¢6 dac diém. muc ticu
khace nhau. tuy nhién déu ¢o dac diém la khi da bi lay nhiém ma doc va tham gia vao
cie mang botnet nay thi sé bi déi tugng tan cong kiém sodt tir xa va lgi dung dé: phat
tin thu rac ma doe mdi, thu thap théng tin, dir lidu trén may tinh nguoi dung, tan ¢ong
tr chdi dich vu . va gop phan lam tang t 1¢ 1ay nhiém ma doc o Viét Nam. Dudi day

[ bicu do hoat dong cua mot s6 mang mang botnet 1on trong tuan:



[rong tuan mang botet Avalanche (chuyén danh cap thong tin ngudot dung)
hoat dong manh nhat va ¢o tang so val tuan truoc, ¢o 687.285 lugt dia chi IP ket noi
vor may chu dicu khien (Tuan 30 1a 394.447).

5.2. Danh sach 1P/tén mién dpc hai co nhiéu két noi tw Viét Nam
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6. Khuyen nghi doi voi cac co quan, don vi

Nham bao dam an toan thong tin trong h¢ thong mang cua céc co quan, to chure.
Cuc ATTT khuyen nghi:

- Theo dor va cap nhat ban va cho cac 16 hong, dac bic¢t 1a 10 hong néu tat muc

2 bao cao nay.

SOOI o nguy co bi lot dung d¢ thue hién tan cong wr ¢hdi dich vu néu tai miic
JoKiem tra cac dich vu su dung giao thue UDP, han ché t6i da VIGC MO cic céng dich
v su dung grao thue UDP. Trong truong hop su dung phai thuong xuyén theo dot va
cap nhat ban va 16 héng bao mat cho dich vu. déng thoi céu hinh cung hoa dich vu,
han ¢hé 161 da truy ¢ap dén va di lién quan dén dia chi/dai dia chi ko can thiét,

- Nham tdanh viée bi cie doi twong tan cong loi dung cde trang web dé thue
hién cac hanh vi gdy mat an toan thong tin nhu di néu trong mue 4. cic co quan to
chire can phai thuong xuyén Kiém tra, ra sodt mdy chu web dé kip thot phat hién va
cap nhat.

- Kiém tra va xu ly cac thiét bi trong toan bo hé th«f)ng mang néu ¢ ddu hidu
ket noi dén cie én mien doc hai Cuc ATTT da chia sé. dic biét 1a cac tén micén da

neu trong e 5.2 bao cao nay.

- Chu dong kiém tra, ri s0dt, béc g& ma doc ra khoi hé théng mang. Cuc ATTT
sin sang phoi hop voi cde co quan 6 chie tién hanh kiém tra va béc g& ma doc botnet
trén he thong cua co quan don vi. Dé xac minh cac may tinh bi nhiém ma doc botnet,
Ouy don vi ¢o the lien hé vai Cue ATTT theo thong tin bén dudi d¢ phoi hop thue

hien.

Thong tin lién h¢ Cuc An toan thong tin, ting 8, s6 115 Tran Duy Hung. quan
Cau Gidy, TP, Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tu i@ mic.oon A1)

Tran trong./.

CUC AN TOAN THONG TIN
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THONG KE NGUON

VYOUTUBE THEM TiNH HONG
TAN CONG DDOS

NANG MO1BAO CAO CAC
VIDEO LIEN QUAN DEN
DOITUONG TRE EM

Mo dav, Youtube thong bao s¢
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them unh nang “bao cao™ vi
pham cac video quang cao doi
twong e em. Theo mot bao
cao morwr Bloomberg.
Youtube dang hoan thién cic
PIEM YEU, LO HONG

AN TOAN THONG TIN

Trong tuan, cac 10 chirc qudc te
da cong bd va cap nhat it nhat
587 16 hong. trong do co 49 16
hong muc cao. 170 16 hong muc
trung binh. 8 16 hong muc thip
va 360 16 hong chua danh gia.
Trong d6 co it nhit 64 15 hong
cho phép chén va thuc thi ma
lénh.

CAC CHINH CO QUAN

K¢ hoach wién khai cua minh.

FIN TAC CO GANG PANH
CAP MAT KHAU TU MANG
RIENG VPN
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1. Diém tin dang chiy

I.1. Mo day, Youtube thong bao sé thém tinh nang “bdo cdo” vi pham cdc
video quang cao doi trong tré em. Theo mot bao cao mai tr Bloomberg, Youtube
dang hoan thién cac ké hoach trién khai cua minh. Dong thai nay ¢ thé nham xoa

diu cac co quan quan ly tai Uy ban Thuong mai Lién bang, vi cac co quan nay co ké

hoach se¢ tién hanh kiém tra xem YouTube ¢6 vi pham Dao ludt bao vé quyén riéng
(o true tuyén ¢ ' “OPP C a vig ap dir liéu va 3 ¢ o
U true tuyen cua tre Fm (COPPA) thong qua viéc thu thap dir liéu va khong bao v¢
nguol dang tre trén nén tang nay hay khong.

Trude do, Google (cling chinh la cong ty so hiru nén tang Youtube), da ngirng
chia se dir lidu cua nguoi dung tren h¢ diéu hanh Android véi cac nha mang khong

dav wén wan cau vi lo ngai veé quyen riéng tu. Theo bao cdo cua Reuters, dich vu

thong tin mang di dong (Mobile Network Insights) do Google ra mat nam 2017
nham giap cac nha mang lén k¢ hoach hodc ndng cdp mang khong day bang cach
hicn thi cho ho cuong do tin hi¢u va tdc do két ndi trong vung phu séng cua ho. Tuy
nhién, cong ty hién da quyét dinh chim dit viée cung cap dich vu mién phi nay, theo
bao cao do lo ngai rang nd ¢o thé thu hat su giam sat cua ngudi dung va co quan
quan ly.

1.2, Ngay 20/8/2019, cic bao ddng loat dua tin vé viée nhiéu co quan chinh
phu cua 23 thanh phd thudc Bang Texas da bi tin tac kiém soat hé thong may tinh
b:"mg ma doc ma hoa dir li¢u doi tién chudc (Ransomware). Sé tién ke tan cong yeu
cau thanh todan hién tai dang 1 2.5 widu do la.

Cace su ¢ v¢ ransomware lién tuc xay ra cho thdy céc thanh phé cua Hoa Ky
cung chua duge trang bi déy du cédc bién phap bao dam an toan thong tin dé_ty' vé
trong moi truong mang. Mot nghién ciru thang 5/2019 da tim thay hon 169 truong
hop nhiém ransomware 1ay nhiém trong cdc hé thong cua chinh quyén tiéu bang va

di¢ phuong. Chinh quyén dia phuong va Vién cong nghé khuyén khich cic co quan,
10 chire nén co ban sao luu di li¢u cua cac he thénﬁ quan trong, dao tao nhan vién
vé cac van dé an toan thong tin mang va dam bao ho co ké hoach rng pho su co
mang. Doi voi nhirng dia phuong khong hoan thanh nhi¢m vu cai thién nang luc cua

minh, dé nghi cac quan chire thanh pho xem xet viée thué ngoai mot so hoac tat ca

cdc bo phan cong nghé thong tin cua ho.
1.3, Hien nay cac tin @e dang tich cure thue hign nhieu cudce tan cong nham

khai thac cac may chu VPN chua cdp nhit cac ban va 10i méi day cua 2 dong san

pham noi tiéng cua hang Fortinet (Fortigate) va Pulse Secure. Méi nguy hai nay du
kién ton tai trén 500.000 may chu vai khoang 480.000 may chu cua Fortinet va

50.000 may chu cua Pulse Secure.
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Chi tiét vé 156 hong duoc tiét 16 lan ddu tién vao thang 7 boi Orange Tsai va
Meh Chang cua nhom nghién ctu tai Cong ty tu van bao mat DEVCORE, 16 hong
giup cho nhiung ké tin cong ¢o thé thuc thi ma doc tir xa va thay d6i mat khau. Tai
hoi nghi bao mat Black Hat & Las Vegas, mot sb bang chirng khai thac 16 hong nay
da dugc cac chuyén gia cong khai sau khi trinh bay.

Cac 10 hong bao la CVE-2018-13379 (15 hong trong FortiOS SSL VPN) va
CVE-2019-11510 (16 hong trong Pulse Connect Secure).

Ciing theo Beaumont, CVE-2018-13379 rat dé khai thac va cho phép ké tan
cong ¢o dugc thong tin dang nhdp cua quan trj vién ¢ dang cleartext. Chuyén gia

nay cho bict ¢o gan nua triéu dia chi IP duoc lién két voi cac thiét b Fortinet ¢ the

nhin thay wuc tuyén.

Hicn tai. theo Bad Packets thong ké ¢6 2.658 diém cudi Pulse Secure VPN dé
bi khai thac. Cac két qua do quét cho thay nhing diém cudi dé bj tdn cong thudc ve
nhi¢u to chire nhay cam bao gom:

- Quan doi Hoa Ky va nhiéu co quan chinh quyén Lién bang, dia phuong.

—d gy

- Cac truong Pai hoc cong 1ap.

ac ruo 3L g lap
- Bénh vién va nha cung cap cham soc sue khoe.

\%\\_‘
- C’ac to chue tar chinh lon,
D S

- Khoang 500 cong ty khéc.

I'heo nha nghién ctru doc lap Kevin Beaumont cho biét, da tim thay nhimng
cuoe tan cong chong lai cac may chu Fortigate dén tir dia chi IP 91.121.209.213 va
:52.50.148.178 cling dang khai thac cung mot 16 hong CVE-2018-13379.

Hinh 1. Cac dia chi IP tan cong vao may chi VPN cua hang Fortinet

[rong khi do. Beaumont cho biét, nhirng cudce tan cong ¢o gang khai thac cac
may chu Pulse Sccure chua duoc va 160 dén tr dia chi IP 2.137.127.2 va
81.40.150.167 ¢6 gang khai thac hodc kiém tra 15 hong CVE-2019-11510.




Hinh 2. Cac dia chi [P tan cong vao may chu Pulse Secure

Nhirng 16 hong nay rat nghiém trong vi chung anh huong dén mot phin mém
duoc truy cdp Internet va hoat dong nhu mot cong vao cac hé théng rat quan trong,
nhay cam cua tO chire. Nhirng ke tan cong sau khi khai thac 13 hong s€ ¢ dugce ham
bam va trong mot $O truong hop ¢ mat khau dang ro, ma hoa di liéu va co thé cho
phé¢p mot nguot xam nhap vao cac mang do.

Khuyén nghi, cdc co quan td chire ¢6 may chu VPN trén 2 nén tang nay cap
nhat toan bo ban va mdi nhat ma Fortinet va Pulse Secure da phat hanh. Tién hanh
ra quét nhimg dia [P va may chu dang nam trong danh sach dé bi khai thac dé co

chinh sach ngian chan som nhat.

Thong tin chi tiét ¢o thé tra ctru tai dia chi:

hitps: tkbongeianmang.yvnsdashbouard/news/p/Tin-tac-dang-co-cang-dunh-

cap-mat-hhau-tu-mang-rieng-\"PN.

2. Nguy co tin cdng mang tir diém yéu 15 hong

Trong tudn, cic 10 che qube t& da cong bo va cdp nhat it nhat 587 16 hong,
trong do ¢6 49 13 hong mire cao, 170 16 hong mire trung binh, 8 16 hong mirc thap va
360 15 hong chua danh gid. Trong do ¢o it nhit 64 16 hong cho phép chén va thuc thi
ma lenh.

Hé thdng k¥ thudt cua Cuc ATTT chu dong ra quét trén khong gian mang Viét
Nam, danh gid, thong ké cho thdy ¢6 07 15 hong/nhom 16 hong trén cac san pham,
dich vu CNTT phd bién, co thé gdy anh huong 1on dén nguoi dung ¢ Viét Nam,
nhu: Nhom 79 18 héng trén san pham cua Adobe; Nhom 16 16 hong trén Google
Android; Nhom 31 1 hdng trén Adobe Acrobat and Reader, Nhom 16 16 hong trén
Android. Nhom 31 16 hong trén san pham cua IBM, v.v... Théng tin chi tiét vé mot
$0 10 hdng trén ¢ac san phém/dich vu th bién tai Viét Nam cu thé nhu sau:
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CVE-2019-7965 ]phlen ban cua Adobe Acrobat|Pa o

Adob (CVE-2019-8003 ang Reader, Creative Cloud|thong tin.
Adobe — ] ‘
) ‘( VE-2019-8009 Desktop Application cho phép|xac  nhan.

ddi tuong tan cong thuc thi ma|va ban va
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;Nhom 16 15 hong trén hé dleug

‘hanh Android cho phép dOl‘
CVE-2019-2126 tuong tan cong cheén va thuc thll

CVE-2019-2127  Imd Iénh

Google CVE-2019-2128 M0t s6 16 hong ¢6 diém CVSS |
Android .. ;9,3
| | Anh hudng tdi cac phién ban: }
| Android-7.0, 7.1.1, 7.1.2, 80|
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,Nhom 31 16 hong trén mot SO‘
;san phaim cua IMB (API‘
JConnect Intelligent Operations |
;Centc DataPower Gateway, ! :
‘Contract Management, |
Informix ~ Dynamic  Server|Da co

co
thong tin

xdc  nhan!

va ban va

CVE-2019-4294 Enternrise Edic ho ohén ltha .
‘nte 5 ~dition...) ¢ i () 1
CVE019.448] nterprise Edition...) ¢cho phep thong n

(BM S ddi tugng tin cong thu thap(xdc  nhan,
CVE-2019-4483 | . o % v

thong tin, khai thac 161 SQL |va ban va
Injection dé tuong tac trai phép |
| V6i co s¢ dir liéu back-end, 16
XSS, Path Traversal, tin cong|
leo thang. Mot sb 16 hong cho
phép chen va thuc thi ma Iénh.
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| CVE-2019-11588 | ae O thu thapthong — tin
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CVE-2019-11586
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CVE-2019-1907 "san phim cua Cisco (NFVIS,|thong  tin.
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3. Nguy co phat tan tan cong tir choi dich vu

Tan cong wr choi dich vu la hinh thie tan cong da co tr lau, va hién tai van
duoe doi tuong tan cong ua thich s dung dé thuc hign cac y d6 xau. Tan cong i
¢hoi dich vu vé co ban thm;: nguy hiém nhung lai gdy anh hudng dén hoat dong
cua he lhong, 2dy thi¢t hai vé kinh té cho t6 chire bi tan cong.

Idn cOong tr chdi dich vu ¢6 thé duoc thuc hién véi nhiéu ky thudt khac nhau,
nhung trong nhing nam gan day phan lén tin tac huy dong cac thiét bi dang mo
cong dich vy sur dung giao thae UDP dé thuc hién tan cong. Cac thiét bj nay co thé
bi huy dong dé dang dé thuc hicn tan cong DRDoS (tdn cong tir chéi dich vu phan
sa phan tan/Distributed Reflective Denial-of-Service) ma hi¢u qua tan cong lai rat
cao. Rat nhiéu giao thue tang ung dung déu co diém yéw/15 hong cho phép thue hién

- - . — e e e

Giao thae So lan khuéch dai bang thong “
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tan cong nay.

DNS 28 lan sS4 |
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Quake Network Protocol| 63.9 |
T Swam proweol T ss i
Multicast DNS (mDNS) ? - 2dénlo “
'W”vaﬁ&"““*f - BT%‘”‘“*_]
~ Portmap (RPCbind) | © 7dén=28 ;
- LDAP Jjﬁ_- 46 dén S5 j'
CLDAP | 56 dén 70 |
TP | 60 }
 Memcached * 10,000 dén 51,000

Lai Viét Nam. ¢6 rat nhicu may chu, thiét bi c6 thé o thanh nguon phat tan

tin cong DRDoS. Trong tan ¢ 47,519 (tang so voi tudn trudc 1a 47,494) thiét bi
¢6 kha nang bj huy dong va tro thanh ngudn tan cong DRDoS. Céc thiét bj nay dang
mo su dung cac dich vu NTP (123), DNS (53), Chargen (19). Dudi day la biéu do
thong ké thiét bi theo cong dich vu phé bién trong tuan




Bieu dO thong ke thiet b theo cOng dich vu pho hign

4. Tan cong vao Céng TTDT/itng dung web cua Viét Nam

Website/Cong thong tin di¢n tr la kénh cung cap thong tin hiéu qua tuy nhién

hau hét khong duge quan tam dén viée bao dam an toan cho website, rat nhiéu trang

; ! X 4 4 A . A . T T
ton i diem yeu, 10 hong bdao mat, doi tugng tan cong ¢o theé khai thac dé thuc hién:
tin cong thay doi giao dién, tin cong lra dao thu thap thong tin tai khoan, thong tin

¢a nhan, tin cong cai cam va phat tdn ma doc.

Trong tuan, ¢6 313 truong hop tin cong vio trang/cong thong tin dién tu cua

Viet Nam: L1 wruong hop tan cong thay doi giao dién, 200 truong hop tan cong lira
At 5 >

dao (Phishing), 106 truong hop tan cong cai cam ma doc.

Fhone K¢ ~O tuong cac crang web plashinng troae tean

theo nha cung cap dich vu




5. Hoat dong cua mang botnet, APT, ma déc tai Viét Nam
5.1. Cdac mang botnet phé bién

Tai Viét Nam ¢o nhiéu mang botnet 1dn trén thé gidi dang hoat dong, trong do
noi bat la Avalanche, Conficker, Gamut, loTbotnet/Mirai, Ponyloader, Sality,
Wanacry ... Cac mang nay duoc hinh thanh tir nhirng may tinh, dién thoai thong
minh. thiét bj mang ... by lay nhiém ma doc. Mdi mang botnet déu co dac diém, muc
ticu khac nhau, tuy nhién déu ¢o dac diém l1a khi da bj lay nhiém ma doc va tham gia
vao cic mang botnet nay thi sé bj doi trong tan cong kiém soat tir xa va loi dung dé:
phat tan thu rac/ma doc moi, thu thap thong tin, dr li¢u trén may tinh nguoi dung,
tin cong tir chdi dich vu ... va gop phan lam tang ti 1& ldy nhiém ma doc o Viét
Nam. Dudi day la biéu do hoat dong cua mot sé mang mang botnet lon trong tuan:

Trong tuan mang botnet Avalanche (chuyén danh cap thong tin nguoi dung)
hoat dong nhidu nhat va giam manh so vai tuan trude, ¢o 335.777 luot dia chi IP két
nOI VG may chu diéu khién (Tuan 33 1a 1.147.111).

5.2. Danh sdch IP/tén mién dic hai cé nhiéu két noi tir Viét Nam
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| disorderstatus.ru

differentia.ru

3 atomictrivia.ru




4 soplifan.ru

5 xdqzpbcegrvkj.ru

6 xjpakmdctuge.com

7 knOugjov.ru

b ixhtiv.info

9 www.cityofangelsmagazine.com
[0 somicrososoft.ru

I morphed.ru

12 urusurothsorhfuuhl.cc

13 www.corpnox-technologie. fr
14 75ulgnwb.ru

6. Khuyén nghi doi voi cic co quan, don vi

Nham bao dam an toan thong tin trong hé thong mang cua cac co quan. to
chuc, Cuc AT khuyén nghi:

- Theo ddi va ¢dp nhat ban va cho cac 16 hong, dac biét 1a 16 héng néu tai muc
2 bdo cao nay.

- Do vol nguy co bi o dung dé thue hién tan cong tu chéi dich vu néu tai
muc 30 Kiém tra cac dich vu su dung giao thue UDP, han che toi da viéc mo cac
cong dich vu su dung giao thire UDP. Trong truong hop su dung phai thuong xuyén
theo doi va ¢dp nhit ban va 16 hong bao mat cho dich vu, dong thai cau hinh cing
hoa dich vu, han ché toi da truy cdp dén va di lién quan dén dia chi/dai dia chi ko
can thiet.

- Nham tranh viée bi ciae doi tugng tan cong loi dung cac trang web dé thuc
hién cac hanh vi gdy mat an todan thong tin nhu da néu trong muc 4, cac co quan 1o

chue can phai thudng xuyén ki¢m tra, ra soat may chu web dé kip thai phat hi¢n va

.

cidp nhat.

- Kiém tra va xu ly c¢de thict bi trong toan bo hé thong mang néu ¢o dau hiéu
két noi dén cac tén mién doc hai Cuc ATTT da chia se, dac biét 1a cac tén mien da
néu trong muie 5.2 bao cav nay.

- Chu ddong kiém tra, ra sodat, béc pd mad doc ra khoi hé thong mang. Cuc
ATTT san sang phoi hop véi ciac co quan td chire tién hanh kiém tra va boc go ma

doc botnet trén h¢ théng cua co quan don vi. Dé xac minh cac may tinh bi nhiem ma



doc botnet, Quy don vico thé lién hé vai Cuc ATTT theo thong tin bén dudi dé phdi
hop thuce hien.
Thong tin lién hé Cuc An toan thong tin, tang 8, sé 115 Tran Duy Hung, quén
Cdu Giay, TP. Ha Noi: s0 dién thoai: 024.3943.6684; thu dién tir aisi mic.gon. .
1ran trong./.

CUC AN TOAN THONG TIN
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Ha Noi, ngay 13 thang 08 nam 2019

THONG KE NGUON

HOAT DONG MANG LUOI _ ;
NHOM  TAN CONG  MANG TAN CONG DDOS
MAGECART . B 0 orghe 1t e a0 B b
Frong thang 7 2019, cac  nha - )
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nghicn cou bao mat da phat hign
vae ngdn chan 65.000 hanh dong
nham muce ticu danh cap thong tin
the tm dung wr cae trang web ban
hang true tvén. Theo thong ke.
S3.3% the tin dung bi danh cap
thong tin [a cua ngudi mua hang o
Hoa Ky Canada dang thu 2 vai
¢ 13570, tidp theo a Dae voi ti ¢

O.8%0 vatla Lan vor t ¢ 60.4%.

NHOM APT BITTER NHAM MUC
TIEU VAO CHINH PHU TRUNG
QLOC

[heo cac nha nghien cliru cua
Vnomali dd xae dinh mot trang
web via mao duoe thict ké giong
nhu trang dang nhap email cua
Bo Ngoar giao Trung Quode. Sau
Khi dicu tra. ho cting da phat hién
hon 40 trang web gia mao va
duong nhu nham muce tidu vao

chimh phu va cac o chue khae o

[rung Quoc.

PIEM YEU, LO HONG

AN TOAN THONG TIN

Trong tuan, cac td chue qubc té
da cong bd va cap nhat it nhat
445 16 hong. trong dé ¢6 20 16
hong mire cao, 98 16 hong muc
trung binh. 71 16 hong muc thap
va 256 16 hong chua danh gia.
Trong d6 ¢o it nhat 57 16 hong
cho phép chen va thue thi ma

HON 143 TRIEU NGUOI
CHILE BI LQ THONG TIN
CA NHAN

Thong tin cu tri cua hon 14.3
triéu ngudi Chile (chiém gfm
80% toan b dan s6 cua dat nude
nay). da bi 19, lot trén mang. Céc
thong tin nay dugc luu trir trong
mot co so dir liéu FElasticscarch
(Elasticsearch - cong cu tim kiém

trén nén tang Apache Lucene).



1. Diém tin dang chu y

I.1. Trong thang 7/2019, cac nha nghién cru bao mat da phat hién va ngan
chan 65.000 hanh dong nham muc tiéu danh cap thong tin thé tin dung tir cac trang
web ban hang trye tuyén. Theo thong ké, 53.5% the tin dung bi danh cip théng tin la
cua nguoi mua hang ¢ Hoa Ky. Canada dimg thir 2 véi ti 1é 15.7%, tiép theo la Puc
voit1¢ 6.8% va Ha Lan voi ti 1€ 6.4%.

Céc chuyén gia cho rang hoat dong nay do mot mang ludi c6 tén la Magecart
vom nhiéu nhém tan cong mang thuc hién. Magecart thuong sir dung “web
skimmers” (cong cu dé lay cap thong tin thanh toan trén cac trang web) dé danh cap
thong tin the tin dung cua khach hang. Mang ludi nay hoat dong manh tir dau nam.
Thang 1/2019, mot nhom td1 pham mang Magecart da su dung mdt tdp 1énh doc hai
gdy 1on hai cho hang tram trang web thuong mai dién tu. Hai thang sau, cac nha
nghién clru phat hién cac doi tuong Magecart sir dung cting mot skimmer tuong tu

vO1 nha cung cap nén tang web.

Truoe su phat trién khong ngirng cia cac web skimmer, cac co quan, t6 chuc,
doanh nghiép ¢6 thé dong gop vao viéc chéng lai cac ddi tugng tdn cong nay biang
cich gui cac bao cao tdi co quan chic nang va cac doanh nghiép nghién ciru, phat
trién san pham, dich vu an toan thong tin khi cac trang web bi c6 d4u hiéu bi tan
cong. Con déi vai ngudi dung, nén can trong khi str dung thong tin thé tin dung trén
cic nén tang truc tuyén. Ngoai ra, nguoi dung can duy tri giai phap phong, chéng
phfm mem doc hai duoc cap nhat thuong xuyén trén may tinh cling nhu di¢n thoai

thong minh dung dé mua hang tryc tuyén,

1.2. Thong tin cur tri cia hon 14.3 triéu ngudi Chile (chiém gan 80% toan bo
dan s cua dat nude nay), da bi 19, lot trén mang. Cac thong tin ndy duoc luu trir
rong mot co so dir lidu Elasticsearch (Elasticsearch - ¢ong cy tim kiém trén nén
tang Apache Lucene). Cuc An toan thong tin da canh bao vé viéce may chu cua
I laticsearch b tan cong nham muc dich phat tdn phian mém doc hai tai Bao cao tom
tat tinh hinh an toan théng tin dang chi y tuan 30/2019.

Co so dur ligu bi 19, lot chira tén, dia chi nha, gidi tinh, tudi va ma so thué cua
14.308.151 nguoi dan. Cac nha nghién clru da xac nhan tinh chinh xac cua théng tin
ndy vai mot s6 ¢a nhan ¢o dir liéu bj 19, lot. Nguoi phat ngon ctia co quan dich vu
bau cu Chile (Chile's Electoral Service) ciing da xac nhan tinh xac thyuc cua dir liéu,
tuy nhién, lai phu nhan vi¢c s¢ hiru may chu luu trir co s¢ dir li€u bi 19, lot thong tin.
Co quan nay cho biét ho duoc giao nhiém vu theo luat cua Chile dé cap nhat dir liéu
vacung cdp giao dién thong qua do cur tri ¢6 thé xac minh tinh hgp 1& hoac cap nhat
thong tin cu tri cua ho. Dicu nay ¢6 thé duge thuc hién thong qua cac img dung di




dong hodc trang web. Co quan dich vu bau cur Chile cho rang doi tugng da khai thac
thong tin nay tu trang web va sau do tap hgp no vao mot co so dir lidu va phat tan

[en mang.

I.3. Theo cac nha nghién ctu cua Anomali dd xdc dinh mét trang web gia
mao duoc thiét ké gidng nhu trang dang nhap email cia Bo Ngoai giao Trung Qudc.
Sau khi di¢u tra, ho cing da phat hién hon 40 trang web gia mao khac ciing nham
muc ticu vao chinh phu va cac to chie khac ¢ Trung Qudc. Tét ca cac trang web déu
su-dung chimg thu s6 cua Let’s Enerypt dé vuot qua cac canh bao cua trinh duyét
v co quy ude dat tén, chu yéu nham vao nhirng trang dang nhap tai khoan truc

tuven va xac thue tai khoan.
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Hinh I - Trang web lwa dao nham muc tiéu Bo Ngoai giao

Trang web gia mao duge thiét ké dac biét dé gia mao trang dang nhap cho Bo
ngoal giao Trung Quoc nham danh cdp thong tin email, khi nguoi dung nhap thong

tin dang nhap cua ho.

§E HNEWHENRTIER. AHTLFEXALFO. SojllREER
WO
Thank vou, we have received your verification request. Kindly close
this window for secunty reason. you may continue with vour logged
In window:.

tHinh 2 - Thong bao sau khi nguoi ding dang nhdp vao trang web
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Hinh 3 - Trang web liva dao nham muc tiéu Bg thuong mai Trung Quoc

Ngoai ra, trong qua trinh diéu tra va phan tich nhitng nha nghién clru da xac
dinh 06 tén mién va hon 40 tén mién con mao danh cac trang web cua chinh phu va

doanh nghi¢p & Trung qudc bao gom:

- 04 ¢co quan chinh phu Trung Quoc

- 06 doanh nghiép nha nudce

- 01t chuce dau gia co tru so tai Hong Kong

- 02 nha cung cap dich vu email (NetEase Inc. va Gmail)

Moi trang web mao danh déu chira mot cau tric dat tén tuong tu, cé thé la dau
hicu cua cung mot nhém tdi pham mang thuc hién chién dich lira dao nay: Cau tric
dat ten gom:

- Mot chudi ngau nhién cac chit cai va so.

- K&t thiic voi tén mién doc hai.

- Mot hoac hai ky tu 1" duoc dua thém vao Email.

- Tén mien hgp phap cua muc tiéu tan cong.

- Bién thé cua cdc tir "acountvalidation" va "verify"

Thong tin chi tict vé cac tén mién doc hai nay xem chi tiét tai
http://ti.khonggianmang. vy

Viée gia mao cac trang web dé thu thap thong tin tai khoan nguoi dung da
duge doi tugng tan cong st dung tir 1au, tuy nhién dén nay van tiép tuc dugc toi
pham mang ua thich st dung, diéu d6 cho thay van con hiéu qua do rat nhiéu nguoi
dung chua ¢o kha nang phan bi¢t dugce trang web chinh thong va trang web gia mao.
Do vay cace co quan to chie cung cap dich vu cho ngudi dung dic biét la nhirng to
chue cung cap dich vu lién quan dén tai chinh, ngan hang bén canh viéc chu trong
cac bign phap ky thuat can phai c6 nhirng bi¢n phap phi ky thuat deé bao vé cling nhu




ho tro. nang cao nhan thie cho ngudi dung su dung san pham dich vu cua minh
trudic cac nguy co lia dao.

2. Nguy co' tan cong mang tir diém yeu 10 hong

Trong tudn. cac 1o chire qudc té da cong bd va cap nhat it nhat 445 16 hong,
trong do ¢ 20 10 hong mue cao, 98 16 hong muc trung binh, 71 16 hong muc thap va
250 10 hong chua danh gia. Trong dé co it nhat 57 16 hong cho phép chén va thuc thi
ma I¢nh.

H¢ thong kv thudt cua Cuc ATTT chu dong ra quét trén khong gian mang Viét
Nam. danh gid. thong k& cho thay ¢o 06 16 hong/nhom 16 hong trén cac san pham,
dich vu CNTT pho bién, ¢o thé gay anh hudng lon dén nguoi dung ¢ Viét Nam,
nhu: Nhom 117 16 hong trén phan mém Cpanel; Nhom 71 16 hong trén Magento;
Nhom 03 10 hong trén phan mém Jira, v.v... Thong tin chi tiét vé mot s6 15 hong trén

cac san pham/dich vu pho bién tai Viét Nam cu thé nhu sau:

— I ——

- San |
STT  pham/  Maldi quoc té Mo td ngin Ghi chu i
dich vu |
i _ R | S
Nhom 117 16 hong trén Cpanel
cho phép doi tuong tan cong|
\ cheén va thuc thi ma Iénh doc |
hai qua nhiéu thanh phan khac |
j(‘Vlj-2017-]8386 nhau (PostgreSQL, SQLite,
CVE-2017-18460 /scripts/maildir_converter, DE} ‘?01
Cpanel BoxTrapper API...). thong.— tin
CVE2017-18474 et Nam o it nhdt 210 may[<€ a0
| . X . lvabanva |
] chu Cpanel dang cong khai trén ‘
3 Internet. |
Cuc ATTT cung da canh bdo|
249 16 hong cua Cpanel trong
! tuan 31.
CVIE-2019-7890  |Nhom 71 16 héng trén Magento [Da co
5 Magento J(‘Vl'i-l()19-7930 (nén tang ngudn mo hd tro xay [thong  tin
| dung website thuong mai dién|xac  nhan
CVE-2019-7851 IL"Q cho phép truy cap trai phép|va ban va
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CVE-2019-14529
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}véo hé thong, khai thac 13i file
update dé cai cam ma ddc trén
hé théng.

LS hong CVE-2019-7930 c6
diém CVSS 14 9.0

LS hong trén OpenEMR cho
phép doi tugng tan cong khai
thiac 16i SQL Injection thdng
qua /forms/eye _mag/save.php.

OpenEMR la phin mém quan
ly ho so sir dung trong linh vuc
y té, néu ing dung nay bi khai
thac thi co thé gy ra cac vu 1o
lot thdng tin cua bénh nhan tai
cac bénh vién.

ba
phuong an

co

khac phuc

CVE-2019-6968
CVE-2019-6969

Nhom 02 16 hong trén
firmware cua thiét bi D-Link
DVA-5592 20180823 cho phép
khai thac 16i XSS, truy cdp trai
phép vao thiét bj dé ldy thong
tin nhu mat khau Wi-Fi, so
dién thoai (néu sir dung VoIP)

ba
thong

co
tin
xac nhan
va ban va

CVE-2018-20826
CVE-2018-20827
CVE-2019-11581

Nhém 03 16 hong trén phan
mém quan ly du an Jira cho
phép dbi tuong tin cong khai
thac 10i XSS, chén va thuc thi
ma lénh trén hé thong.

Co6 22 may chu cua Viét Nam
dang public trén Internet co su

dung Jira. L6 hong CVE-2019-

11581 da dugc Cuc ATTT canh
bao truc tiép dén 1 sé don vi
dang c6 may chu Jira bi anh

ba
thong

co
tin
xac nhan

ban va.




huong tir 23/7/2019. |

Nhom 32 16 hong trén mot so
san pham (rng dung cua Cisco
(NFVIS, 10S XR Software,
Firepower  Threat  Defense
software, 10T Field Network |Da cO
CVE-2019-1910  Djrector, Small Business 220 |thong  tin

CVE-2019-1918  |Series Smart Switches... ) cho xac  nhdn

CVE-2019-1971

O CIsco

phép doi tugng tan cong thuc va ban v
hién tan cong tur chdi dich wvu,
khai thac 16i XSS, CSRF, chen
va thuc thi ma lénh, tan cong

leo thang,

3. Nguy co phat tin tan cong tir choi dich vu

Tan cong tu choi dich vu 1a hinh thac tan cong da co tu lau, va hién tai van
duoe dor tuong tan cong uva thich su dung dé thuc hién cac y do xdau. Tan cong tu
chor dich vu ve co ban khong nguy hiém nhung lai gay anh huong dén hoat dong

cua he thong, gay thiét hai vé Kinh té cho t6 chuc bi tan cong.

Tan cong tir chdi dich vu ¢o thé duoce thuce hién voi nhiéu ky thuat khac nhau,
nhung wrong nhimg nam gan day phan 1on tin tac huy dong cac thiét bj dang mo
cong dich vu su dung gino thae UDP dé thuc hién tan cong. Cac thiét bj nay co theé
bi huy dong dé dang dé thuc hién tan cong DRDoS (tan cong tir chdi dich vu phan
xa phdn tan/Distributed Reflective Denial-of-Service) ma hiéu qua tan cong lai rat
cao. Rdt nhiéu giao thire ting tng dung déu co diém yéu/1d hong cho phép thuc hién

tan cong nav.

Giao thire J S6 1an khuéch dai bang théng
DNS  28lans4
~ONTP R 556.9
~ SNMPV2 63

.’\jrclBl()S R _j.wgﬁﬁ# ]

sspp 30.8

CharGEN | 3588




{

| Giao thue S6 1an khuéch dai bang thong
| QOTD 140.3
 BitTorem o 3.8

 Kad - 16.3
[Quakc Network Protocol 63.9

Steam Protocol 5.5

‘Multicast DNS (mDNS) 2 dén 10
~ RIPvI 131.24
T7Poilgmdp (RPCblna) 7 dén =28
LDAP 46 dén 55

- CLDAP 56 dén 70

'l‘l“r'ﬁwr 7 60
| Memcached 10,000 dén 51,000

Tai Viét Nam, ¢6 rat nhiéu may chu, thiét bi ¢ thé tré thanh ngudn phat tan
tin cong DRDoS. Trong tuin ¢o 52,518 (ting so véi tuin trude 1a 50,428) thiét bi
¢o kha nang bi huy dong va tr¢ thanh ngudn tan cong DRDoS. Céc thiét bi nay dang
mo st dung cac dich vu NTP (123), DNS (53), Chargen (19). Dudi day la biéu do
thong k¢ thiét bi theo cong dich vu phé bién trong tuan.

Biéu dO théng ké thiét bi theo cong dich vu pho bién
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4. Tan cong vao Cong TTDT/irng dung web cia Viét Nam

W ebsite/Cong thong tin dién tr 1a kénh cung cap thong tin hiéu qua tuy nhién
hau hét khong duoe quan tam dén viéc bao dam an toan cho website, rat nhi¢u trang
on tai diem yéu, 16 hong bao mat, doi tuong tan cong ¢o thé khai thac dé thuc hi¢n:
tan cong thay doi giao dién, tan cong Itra dao thu thdp thong tin tai khoan, thong tin
ca nhdn, tan ¢ong ¢ai cam va phat tin ma doc.

Trong tuan, ¢ 406 truong hop tan cong vao trang/cong thong tin dien tu cua
Vit Nam: 09 truong hop tan cong thay doi giao dién, 39 truong hep tan cong lura

dao (Phishing). 419 truong hop tan cong cai cam ma doc.

Fhons ke <o tuone cac trang web phishing trong tuin
theo nha cung eap dich vu

- SO R o iy mrPt omoovss GO S mNhantioa mOthes

S. Hoat dong cia mang botnet, APT, ma dic tai Viét Nam
5.1. Cac mang botnet ph(ﬁ' bién

Fai Vidt Nam ¢o nhi¢u mang botnet Idn trén thé gioi dang hoat dong, trong do
noi bat la Avalanche, Conficker, Gamut, loTbotnet/Mirai, Ponyl.oader, Sality,
Wanuery o0 Cac mang nay duoc hinh thanh tor nhirng may tinh, dién thoai thong
minh, thict bi mang ... bi ldy nhiém ma doc. Mdi mang botnet déu ¢6 dic diém, muc
ticu khae nhau, tuy nhién déu ¢6 dac diém la khi da bi lay nhiém ma doc va tham gia
vao cac mang botnet nay thi sé bi doi tugng tan cong kiém soat tir xa va loi dung dé:

7
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tin ¢ong tir chdi dich vu ... va gép phan lam ting ti 1é ldy nhiém ma doc ¢ Viét

Nam. Dudi day la biéu do hoat dong cua mot soO mang mang botnet lon trong tuan:

Trong tuan mang botnet Avalanche (chuyén danh cap thong tin ngudi dung)
hoat dong manh nhat va co giam so véi tuan trude, co 306.155 lugt dia chi IP két
noi vai may chu diéu khién (Tuan 31 1a 687.285).

5.2. Danh sach IP/tén mién doc hai cé nhiéu két néi tie Vigt Nam

Vienanicn/y

= W

‘N

e =B E e

camiam2(@villager.co.uk:iluvmel

n.hmiblgoja.ru

mel.cloudcontentsmak.com

mokoaehaeihgiaheih.ru

realhotchickss.com

ajkeahkcueatuiaeuf.ru

pradancwstyle.com

bszotsjovih.com

strikotunrev.top

letstryitnowx.online

willem(@alternativa.nl:444134

estellavwl l@tango.whiskey.ezbunko.top:x4ivyg55 If




6. Khuyén nghi doi voi cac co quan, don vi

Nham bao dam an toan thong tin trong hé thong mang cua cac co quan, to
chue, Cuc ATTT khuyén nghi:

- Theo doi va cap nhat ban va cho cac 16 hong, dac biét 1a 16 hong néu tai muc
2 bao ¢do nay.

- DOi voi nguy co bi loi dung dé thuc hién tan cong tir choi dich vu néu tai
muc 30 Kiem tra cac dich vu su dung giao thuc UDP, han ché t61 da viéc mo cac
cong dich vu su dung giao thire UDP. Trong truong hop su dung phai thuong xuyen
theo doi va ¢dp nhat ban va 10 hong bao mat cho dich vu, dong thoi cau hinh cing
hoa dich vy, han ché toi da truy ¢dp dén va di lién quan dén dia chi/dai dia chi ko
can thiet.

- Nham trdanh viéc bi cac doi tugng tan cong loi dung cac trang web dé thuc
hicn cac hanh vi gay mat an toan thong tin nhu da néu trong muc 4, cac co quan to
chure can phai thuong xuyeén kiém tra, ra soat may chu web dé kip thoi phat hién va
cap nhat.

- Kiem tra va xu Iy cac thiét bi trong toan b heé thong mang néu co dau hi¢u
ket not den cac tén mién doc hai Cuc ATTT da chia se, dac biét l1a cac tén mién da
neu trong myuc 5.2 bdo cdo nay.

- Chu dong kiém tra, ra sodt, boc g& ma doc ra khoi hé thong mang. Cuc
ATTT san sang phor hop voi cac co quan to chtc tien hanh kiém tra va boc go ma
doc botmet trén hé thong cua co quan don vi. Dé xdc minh cac may tinh bi nhiém ma
doc botnet, Quy don vi ¢o the lién hé véi Cuc ATTT theo thong tin bén dudi dé phoi
hop thuce hien.

Thong tin lien he Cuc An toan thong tin, tang 8, s6 115 Tran Duy Hung, quan
Cau Giay. TP, Ha Noi: so dién thoai: 024.3943.6684; thu dién tr aisia mic.cov.vn.

Iran trong./.

CUC AN TOAN THONG TIN
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