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SO THONG TIN VA TRUYEN THONG 	Dick 14p - Tty do - Hanh phtic 

SL/109/SITI CNTT 
V. \ ra soil. thire hl n c‘,tc c'cinh bao e. an toan 
thong tin cua Ci,ic An to inthong tin - I3() 

thang 8:2019. 

N( , ngev4/ thang 9 10177 2019 

Kinh 

- 	

Cdc 	ban, nganh; 

- 	

UBND cac qujn, huye:n, thi xa. 

Theo cac bao Colo so. 37/BC-CAITT ngdy 05/8/2019; so38/BC-CATI 
nt.), 13/8/2019; so 40/13C-CATTT ngdy 26/8/2019 cua ON An toan thong tin, BC) 
Thong tin va Truyen thOng, tinh hinh an toan thong tin thang 7/2019 co nhCrng di6n 
bkn  phirc tap. Trong do, cac nguy co mat ATTT chu yeu tap trung vao khai thac 
diCm1 at, 16 hong bao mat cua cac thiet bl, N thong, cong thong tin, dich vu, Crng 
dung cOm2, right thang tin nh5m niuc dich kiem soat, lam ton 	du' 1i u rn(1\ 
tinh. 

Nham dam bao an wan thong tin va phong tranh nguy co mat an toan thor112, 
in co the xay ra, 	Thong tin va Truyen thong de nghi cac So', ban, nganh va 

URND 	huyn, thi xa (g9i tat la cac don vi) to chic ra soat, thkic hi(m cac  
khu, Cm nghi cua Clic An loan thong tin tai cac Bao cdo neu tren doi 	cac hC; 
thOng lllallg cong ngi-ic thong tin tai don vi minh (Ban chop ccic bao coo cua CCii  

In 10(In 1/1U/7g 	L}..in 

Trong qua trinh chtirc thuic 	neu co khO khan vuOng mac de nghi cac 
don 	 (mg eau scr co an toan thong tin mang cua SO' ThOng tin \/:1 

ru) ell thong I El NC)i Oleo so din tho4i 024.3512.16161 

- 
- G 'yam Jac. So' (de. h/c): 
- 1)116 	doe So.: 

1)11,,,I VC] I u tn, Nguyn Xuan Chuang; 
- twan thong tin - 	TT&TT; 
- tam I)L 11GL1 nha ntrC.Ye (de t/li); 
- VT. CNIT. 
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Ha NA ligiq 05 tilting 08 nJin 2019 
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.11:1,`YLN 11-IONG 

•FlIONG TIN 

AN 1(1-16NG G1AN N.1.1\NG QUO(' GIA 

U clio tom tat 

MR 	D,-1(_) I 10 CHO NIIAN 

7\ 13 AO k, DI. ' Mil 

hao 	dir lull cal o1:111 
(P1)P(_) cuo Sulgapore 	thi( u 

khanunT dao tao Ch() Nhan viC'n hao 

\ (1Cr 	(DP() - data protection 

utliccr). Khung dao too nay dtrov 

\:1\ (Iu- n;.2, nham mu(' did.) chtiCin 

ho) 

	

	dao too tv,10 vC; to l ieu cho 

DPO lam vic.c till nhCrng 

() e111CC 	Singapore, de Ili) 

du.(.).c 	tieu chtian 111011g 

N I IR 1 RICK1301 \161 

H ■ 11 \ .kt) ‘N I N DON\ S 

FNDER Ct ■ NIICROSOF 

thc 	cua 11111  doe 

I rick1iot tiCT tic dtrqc don ttro•I1 2. 

tan con g mang ghat trin v&i tinh 

uni, 	dion 	ghat 111 11 1:I 

tm no. I ron ,„:.! phien ban m6.1. 

Ilickl3o1 (Li 	tieu yao 

indo\\ s t)clencler 	M111 

L.11611 ,2 111:1 Lic)C ARYL'. can (1',11 Irc:"11 

116\ \Vill<i0\A 

THONG Kf-' NGUON 

TAN CLING DDOS 

1:1 *C - 	 ' 

YEU, LO HONG 

IAN TOAN THONG TIN 

Trong tuan, cac to chin: quoc to 

tong bo yA cap nhcqt it nliAt 618 1"(' 

hong, trong do co 35 16 hong mtirc 

cao, 120 1(5 hong mCrc trullg binh, 

45 JO hong nitre t14 vh 418 IJ) 

hong chtra dant) gia. Trong 	co 

it nha't 57 16 hong cho phap chen 

ya thcre thi ma 1@h. 

CHliNH PHU KAZAKHSTAN 

AP DUNG CHINE! SACH 

MEM SOAT 1,UsU WONG 

TRUY C1 /1P HTTPS 

Thang 7/2019, Chinh phti 

Kazakhstan da bat dau ap dung 

chinh sach kie,m soat tat ca ltrtl  

luvng truy cap I ITTPS ben trong 

hien gi(7i Ianh tho etia minh. Cac 

nha cung cap Bich \ru Internet 

(ISP) 	Kazakhstan dirge Chinh 

phti hu.o.ng dan de yeu eau khach 

hang cUa ho cOi chat chimg chi do 

chinh phu cap cho tat ca cac thiei 



1. Di611 tin clang chi! 

1.1. Uy ban bao v('‘ 	ca nhan (PDPC) cua Singapore giai thi a khuiig 

taco cho 	bao 	dt.1 lieil (DPO - data protection officers). Khung ciao tljo nay 

(lave xdy Ong nham mkic dich chuzin hoa vi4 dao too bao vc dCr lig tl cho cac DPO 

tai nhCmg ccY quan, tc chCrc a Singapore, de h9 (14t claw, care tieu chwin inong 

muon. Theo la',tt b‘Ao v dt7r Iieu ca nhan (PDIPA) moi co.  quan, to chirc doge yea eau 

phai chi dinh it nlint l not DPO glom sat 	dCr lieu trong icy (pan, to cht"rc cua 

minh. N/1()t khao scat cua PI-)PL' cho thy 39"0cLIc to clthc 	v*, li4t DP(.) cua 

h(;) CO duiyc trans bl cackS'/.  nand; \fa kien th(rc can thiet 	glair rL i ro vi ph4n diTr lieu  

ting kha nCing phlic hOi. 

13() tracing 13 Thorp tin va Truyen thOng Singapore, Iswaran dä cons bC) khung 

(Li() too flay tai Hoi thao F34'io 	cá nhan. Ong Iswaran cho bit khung ddo tiro 

rO rang b() I nang ma DPO nl it CU. Cac doanh nghi0 ding co the thane khao 

khung n4,1), de NO try trong v ice thra ra quyet clinh tuyen dyng, lap ke hcxich c.kio trio  

cho C C DP() 	cac nhOm 	 Ong Iswaran nhan m4nh rang cac doanh 

nghip nen col viec bao v(' dCr lieu la not y.',LicCia hat btic quan trong ch(r khong phai  

inCA phi toll khOng can tlik't. Theo Ong neu quail 1)"/ tot da lieu the day la mc)t nguon 

tranh trong kinh doanh vii lei phtlang ticn de to ra nhCmg cc h()i 	cho doanh 

1.2. Ilidng 7/2019, Chinh phu Kazakhstan da bat dai ap dung chinh slch 

s(K‘t cat ca lira luvng tray ctip HTTPS bin trong been giai lanh tha cua minh. Cac nha 

cung cap Mich vu Internet (1SP) tii Kazakhstan duvc ChInh 	IllrOng thin (71C yea cau 

khch 	cua ho 	thing chi do chinh phu c ep cho tat Ca cac thief bi g moi 

trinh duy@. Chinh phu Ka/Ails= co ke hoych Clem soot ecru luvng troy cap liTIPS 

ndam 2016 ninnw da phai xem xet lLli that elan thcrc hurl do cac y kien phan dai 

cua rn()t s to ch(rc, bao g3m: cac ISP, ngan hang va chinh phu mire ngoai. 

Cht"rng chi goc doge de Op den trong chinh sach kiem soot not trey duck: goi lei  

"cht.'n11.4 chi tin cozy" 	"chirng chi bio rmit ciu3c gia", 	duvc c‘Ai d4t, nu se Cho 

IMO cLic ISP shine sLit cg:ic 	1131 HTTPS VCITLS (law Inn hoa cua ngtthi dfing, giLip  

co' quail chirc nang theo doff v‘,1 	duy-ct n0i dung. Chinh phu Kazakhstan cho biet 

bin 	 nham tang cLKYng bao ve cons thin, co' (pan chinh Phil va doanh 

' nghi(p tra6c cac cu5c tan cong malls, d4c bit la tail con° him Ciao. 

1.3. NIC)t bin the mai cua ni i th)c TrickBot tiep tyc duvc dai tuvng tail cony, 

111 t1Il pleat tria 	tinh mIng ngan chin 	phat 	loci bO no. Trong phia 

ban m61, trickBot 	dot 1111.1C t1CU vAo Windows Defender - phan ffnlCm Chong ma dyc 

demi cai di;it tree may Windows. 



2019-07-29: TrickBot 
Loader 1 Windows 
Defender Disable 

Enhanced 

Cirron,,,,,ra 	Slrwie 	I. Fxf..-71, err ,pt 

trickBot la m()t m5 cl& clang Trojan duvc thiet ke voi muc tieu clanh cap thong 

tin nOn hang trtrc Wy3n, vi tl3n C i n tu, thong tin trinh duy44 vã nhiou thong tin khac 

du.o.c 	trn lnay tinh 	trinh duy0 cita ngt.thi 

TrickBot day(' thcrc thi, no khol d()ng Loader tron he thong bang each v6 

Molt k)a cac dich vu  i tier trinh cita Windows lion quan tai phan mem bzio rn4t de 

chitin d c quya trong he thong. Sau dO, Loader nay tai thanh phan 	chinh 

Eating each chen DLL (k)c. 	tai xuong cac ma-dun khac nham danh cap thong tin 

tir 	tinh, 	truyen thong/giao tiep (-la cac dich vu tren he thong va thkrc hien  

hoot d()ng ck)c hoi khac. 

Tru.6.c khi xu5t hien hien the m6i nay, TrickBot dä nham muc tieu vao Windows 

Defender bang 	dacw thkrc hien cac beide sau: 

- VO liitu 11oi va sau do xoa dich vu WinDefend. 

trinh MsMpEng.exe, MSASCuiL.exe va MSASCui.exe 

- Them chinh sack DisableAntiSpyware vao Windows Policy va thief 10 thanh 

True d tit Windows Defender va cac phan mem antivirus khac. 

- VC) hltll haa thOng, bao bao mat Windows Security. 

- Vö hi0.1 hod tinh nang bao ve thoi gian Uwe cua Windows Defender 

biers t1-1 mn i "FrickBot a them 1 phuvng thfre bo sung nham muc tieu va 

vC) 	lio:t Windows Dc  render va Microsoft Defender APT trong Windows. 

phu'o'ng th6v n.ay str ciking Cai (141 Registry hocSet-MpPreference PowerShell 

chon Windows Defender. 
,• 

Dii.blePPnetv , 	,n1 tor :n4 
obl 

C'et`erde: 'Real 	17P Prr,Pct 

, rr 
IAt_a 

trfIng S.,", 

Hinh I. l'ilckBot nham 'lira: lieu Windows Dern der nang cao 



K.hi TrickBot phat 	mOt so chuo'ng trinh bao rm-TAt dmic cai chat, no s'C' eau 

hinh trinh ga• 	cho tin trinh do bang each su.  dung khoa registry File Execution 

Options va gitlp trinh gO.  16i ckiy truac khi chuong trinh duo .c thve thi, trinh 

In tai tlll chtro.ng trinh bao Ilbtt do sc khOng ducic tl-Rrc 

Vic in d()c vuol qui Phan 	kto imit (anti-virus) cal d t tra nilly tinh do  

dthih c4 thong tin dtr lieu cCing nhu.  thcrc hien hanh Ong Oc hal tren he thong khong 

con 	m(Yi, do v4 ngu. :Yi dung cang nhu quan tri vien he thong khong nen qui,1 

tin tuo-ng 	cliff quan khi da 	 phap phong chang ma Oc tren may tinh, 

cung nhu 	 tranQ hi kin tkrc va kci nang de h:in the toi da cac nguy co.  bi 

nhiem runt dC)c khi tham i i mOi trucing Internet. 

2. Nguy co' tan cong Inking fir diem y&J to h6ng 

Trong, tuan, cac to cht'rc qu'oc to d i cong b6 va cap nKit It nhilt 618 k hong, 

trong do co 35 16 hUng mdc cao, 120 16 hOng, nitre trung binh, 45 16 hong mirc thap va 

Li 18 1()1-16ng chua &Anil gia. Trong do co It nhlit 57 16 hong cho phep chen va thuc thi 

k}n1I. 

thOng ky thu4t cLia Olc ATTT chu dung ra quet tr&n khong gian mang Vict 

Nam, (Lull 	thong ke cho 014 cc') 06 to hOng/nhom to hOng tren cac san 'Mum, 

dich 	IMO hien, co the gay anh huVng loll den nguai dung CY Viet Nam, nha: 

Nhorn 249 16 hOng tr&n phiin mem Cpancl: Nhom 06 16 hong tr&n EspoCRM: Nh(m 

() 	hCmg tra san pham cua I_)-Link, v.v...Th3ng tin chi tit 	mOt so 13 hang tra 

cac san 	 ph3 hien toi Vicq Nam cu the nhu.  

ST" 

San 

vu 

Ma 16i qu6c to Mo tä ngiin (phi chti 

NhOm 249 lo hOng tra cpanel - 

ung dung pith biCm sir dung cie  

(pan 1/ web, cho phap dOi 

tuvng 	cong khai thac 16i 

SQL Injection, XSS, chan va 

thkrc thi ma 10-111 qua nhieu 

tl,inh 'Man khac nhau, tan cong 

leo thing. 

1 	C' t- anel  

( CV E-2019-14408 

(NE-2018-20863 

CAM-201 --20869 

DA.  

thong tin 

xac 

va ban \-ci 



pham mem) cho phep doi tuvng 
tan cong khai thac 16i XSS, thu 
ti-Op thong tin xac thkrc do km 
trCr khOng ma boa, truy craptrAi 
phL,cp vao dir liu tron N thong, 
mOt s6 16 h6ng cho phep chen1 
va thtfc thi Ina inh. 

2 	EspoCRM 

CVL-2019-14329 

(AT-2019-14330 

CA1 -2019-14349 

enk ins 

CV1-2019-10356 

CVL-2019-10362 

CV E-2019-10344 

L)-Link 

'C V11-2019-14334 

CVL-2019-14336 

CVL-2019-14333 

t:7 

Nhom 06 16 hong, tren phan 
mem EspoCRM phAn in tim 
qun ly khach hang cho phep 
d6i tuvng tan cong khai thac 16i 
XSS qua nhi&I thanh phAn khac 
nhau, thuc hin tan cong vet can 

ode danh cap thong tin 	khoan. 

CO 

tin 
nNn 

va ban va 

thong 
xac 

NhOm 14 to hong tren m(5't so 
plugin cua Jenkins (phan mem 

nguan 	cho phep xay civng 
va trien khai tv Ong U.ng dung, 
ding nhieu trong phdt trien Dpi  

1\4()4 t s6 16 
h6ng dä có 
each ISAc 
phuc. 

DA" 
khai thac 16i XSS, thu th4p'thong tin 

thong tin xac thvc, lay thOng tin xac nNn 
' call high cOa thiet bi, mot s6 16 	va ban 

• , 

hong cho ph0 chen va thkrc thi 
1011-1 nguy hie iii  

Nhom 08 lo hOng tren it so 
san pham ci a D-Link cho phep  
doi tucmg tan cong thvc hien  

Nhom 03 16 hong tren san pham 
cua Elastic Om Elasticsearch, 
Kibana va APM agent cho phep 
doi tuvng tan cong thuc hin tan 
cong nghe len, khai thac 16i 
SSRF, truy cap du' lieu nhay 

citn Cita ngirei dOng klilic trCli 

c6ng he thong. 

• • • 

Chu'a co 

thong tin ,  
xac nNin 

ban va. 

CVF-2019-7615 

Hastic 	J(2\1'1-2019-7614 

C\T-2019-7616 



khuikh (14i biing thong;  

28 lAn 54 

556.9 

6.3 

3.8 

30.8 

358.8 

140.3 

3.8 

--1 

  

Nhom 07 Ij) hOng tr(",n m(5t so' 

san pham, Crag dung cua IBM 

(i2 Intelligent Analyis Platform, 

Jazz for Service Management, 

Spectrum Protect for Enterprise 

Resource 	Planning, 	BM 

WebSphere Application Server) 

cho phep doi tuvng tan cOng thu 

;t114p thong tin, tin cOng ti" chOi 

dich V11, Fdy thong tin iNt khdu 

'16 
 Al jng ro. 

 

   

6 	IBM 

(_'‘/E-2019-4062 

C VE-2019-4275 

C'VE-2019-4285 

fla 	co; 

thong tin 

xac nN'n 

va baii va 

    

3. Ngt.i. co' phAt tan tan cong fir chi dich vv 

gill cCmg tir chOi dich ‘'t la hinh tht,rc tan cOng da có tLr !du, vt hiell uti 

dacyc d3i lifting Lin c6ng, tra thich sir dim de thu'c hi(n] eau dO xdu. Tan cOng tir chOi 

dich 	vC: co' ban khOng nguy hiCm nhting k.ti gay dnh huvng den boat th)m.I., eua he 

Dung, gdy this 14 ve kinh to cho chac bi tan cOng. 

c6ng, 	chOi dich vtt cO die (kry'c thtfc hien v&i nhieu VS7 thu t 	nhau, 

nhung trong nhang IlaM gdn day phan Ian tin t4c huy dOng cac thiet bl clang 	cong 

dick 	 giao thirc 	thtre Ilietl Lin cOng. Cac thief bi nay cO the bi Iiuy  

(.10ng ale &mg d flwc hien gill cOng DRDoS (Lin cong tlr chOi dich vt,t phan a phan 

tan Distributed Reflective Denial-of-Service) ma hi4 qua tan cong I4i rth cao. 16t 

nhieu giao thtrc ging irng cling (_leu có 	yell/lo hong cho phap thvc hien tan cong 

Giao thtfc 

DNS 

NTP 

SNMPv2 

N et B 1OS 

SSDP 

CharGEN 

Q0 I'D 

13lt I orrent 



Ciao thtlic 

Kad 

Quake. Network Protocol 

Steam Protocol 

I SO 1An khach dkii bang thong 

16.3 

63.9 

5.5 

Multicast DNS (mDNS) 

RI Pvl 

Portmap (RPCbind) 

L DAP 

C1.1) , \P 

TH.1) 

Mcmcoched 

2 de'n10 

131.24 

7 den ---- 28 

46 den 55 

56 (16n 70 

60 

10,000 do'n 51,000 

Nam, co rut 'Arial may ch6, thiet bl co the. trCY thanli nguon pleat tan tan 
A 

l:611g DRDoS. Trong tie in co 50,428 (gram so voi tuan trtrk. IA 50,756) thk'..t bi co  
kho 1King hi huy Ong vi21tro' thanli nguan tan cong DRDoS. Cac thiet bi nay clang ma 

sLi,  dung c'‘'te, dich 	NT') (123), DNS (53), Charger' (19). Dual day la bieu (16 thong 

[KL thit bi thco cong-  dich \At ph6 bien troniz tuan. 

sieL. do thong ke thief t)i theo coring dich vy ph6 hien 

4. TAn cong vao (74ng TTDT/ting dking web cila Viet Nam 

Website'Cang thong tin Glen 	kenh cung cap thong tin hien qua tuy nhien 

lulu het khong duvc quail tam den v* bac) dam an town cho website,rt nhieu trang 

tnn toi cik'm you, lo hong hao ni t, doe twyng tan cong co the khai thc cue thvc 



cong thay dOi giao dit. l, Lin cong lira ciao thu thzlip thong tin tai khoan, thong tin 

cLit 	cong 6i cam `'Li pleat tan ma th)c. 

Trongteethe , CO 422 triro'ng hqp girl cong 	trang,, cong thong tin din 	cua 

Vi0 NLun: 05 trualig hop Lin c6ng that' doi giao di(m, 135 truong hop tin cOng 11:r4i 

dao Phishinvi, 282 trung, lkyp tan eOng cai cam ma dc)c. 

5 
	

r") 

lhol Itg 	,() 	tdt. 	■■ 	 trt•11 ,..,, 

thkA) 	 dich y 

26 

16 
	19 

4.4 

5. Float Ong cua mpg botnet, APT, ma dOc tai Nri"0 Nam 
• , 

5.1. Clic myng-  botnet phi) biiin 

1 411 ViO Nam có nhial m4ng botnet 16n tr.'n the giai clang hocat l ong, trong do 

1101 	 Confickcr, Gamut, loTbotnct/Mirai, PonyLoader, Sality, 

`\ anal 	niang nay duqc hinh 	ter nhCrng, may tinh, thin thoai thong minh, 

tlli3t hi m4112. 	lay 	ma Oc. M6i ming botnet &,11 co ac diem, muc tiL'u 

nhau, tuy nhien deu co dcic diem la khi c a bi lay nhiem ma (.1<)e va tham 

botnet nay the se bi doi tuvng tan cong kiem swit ter xa V41 kyi dung 	phat 

Lin thus riLic . md S5c I11cy1, thu th:jp thong tin, clCrliutra may tinh nguo'i dung, tin cong 

16' chid dieb Vii 	\/1 gap pEn lam tang ti lc lay nhiem m Ne CY Vi0 Nam. Dt_ro. i 

I i biu (13 ho',Jt (16112-, cua rnC)t s3 mang, nrong botnet 16.n trong tudn: 



roiq twin 	hornet Avalanche (chuya danh cap thong tin ngubi 

cilcmg nvoll nhilt 	Co tang so voi Wan truac, Co 687.285 luvt dia chi 1P k3t nOi 

("Yi may chit di ti khiC'n (Twin 30 la 394.447). 

5. 2. )an/ Nadi IP/ten miiim 	hal có nhitiu ket nai Viet Nam 

41:\1jrI' 
differentia.ru

2 

	

disorderstatus.ru 

 

3 	atomictrivia.ru 

sop 1 i fan .ru 

ww.iugerfsodp9iljaposdfjhgosurijfaewrwergwea.com  

2511j1urb.ru 

7 	somicrososoft.ru 

xjpakmdefuge.com  

9 	uagbzunaniinfo 

10 	1v vv'vV.cityofangelsinagazii)e.com  

I 1 	morphed.ru 

12 	cisqieuno53.ru 

3 	www.corpnox-technologie.fr  

14 	cp.qcOztoeo.ru  

• . aNi alts  

1 



6. Khuyen nghi dt)i 	cac co quan, 	vi 

NI15m iNio dam an town thong tin trong 1-h; thong rm.ing cua cac co quail, to chik, 

(_'plc MAT 	nghi: 

- Theo dOi vti Cap nh'cit ban va cho cac 16 hOng, (.14c bit la lo hang nau tai mix 

Cpl() nay. 

- D3i 	nguy Co.  Lei 	dom.; 	thyv hicm tan 	chOi dich 	nat tali /nth. 

3: KiCAn tra Cac dich vy Sir dung ,la° thirc LIDP, hen C11C tOi da vice mofr cac con t.1 dich 

vy sir ding gia() thirc LJDP. Trong trueng h9p sir dctng phai thuong xuykn theo dOi va  

nir,:it ban vL- t 10 hong hay) mi)t cho loch vv, dOng thyi 	Binh cling hOa did-) vu, 

chC' toi da truy Op den vet di lien quan den dia 	dia chi ko call thiet. 

- NhCim trLinh 	bi clic doi aryng tin cong lcii dung cac trang web de tht,rc 

c‘,1c hint vi gay mCit an toxin thong tin nhtr C pl n& trong 	4, cac 	quan tO 

chCre 	thuO'ng xuyen kiem 	soat may chi web de kip thai phat hien \Pa 

- Kiem tra 	cac thiet bi trong toan b()11( thong m4ng ilel.i có dau hiC;u 

1;t nOi th}n 	t.'n mien d6c hai (uc ATTT dot chia se, (I1c, NO la 6c ten mien da 

ncu [rung /uric 5.2 bi:to cao n:tv. 

- Chu dCp4kiem tra. rat soLlt, b6c go' ma dOc ra khOi he thOng ming. C' is ATTT 

sang phOi 	vai cac co.  quan tO chCrc tier hanh kiem trLt 	boc gd ma (hoc botnet 

trCli he thong, dia co quail don vi. 	xac minh cac may tinh bl nhijm ma dOc botnet, 

(1/4)ili don 	co thC. 	11(' vo.i Cue ATTT the° thong tin ha duai (1( phOl hop awe 

hien. 

I hong tin ha 1-1(' Cyc An town thong tin, tang 8, so 115 Tran Duy Hung, quf.in 

IP. 1 Ia NOi; so 	tho4i: 024.3943.6684; thu c ien ttr 	mic.Llo\ .\ n. 

"I 	t r(_)n. 

CK AN TOAIN THONG T1N 
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\ (WTI 	 TiNH 

Ni1O1BAO CAO CAC 

VIDEO LIEN QUAN DEN 

1)01 '[LONG THE EM 

\kr! (1 .21\ . Youtuhe thong h'io sC" 

thc2m tinh ming -hao eth) -  

phom 

	

	ideo quang C 1O dOi 

tic cm. Iheo n101 ha() 

Ls 10 
	ni(Ti 	kir 	Bloomberg. 

Ykiutubc (long ho an thicm c‘ac 

k hooch trin khai ctia 

co GANG DANII 

CAP 	KilAt 	NI),NG 

VPN 

liclI IM\ Ilii t,7:1L: ckug tiCh 

111U'L: 111(11 flhleU CUOC tan cOng 

thac c'cic may chi, 

VP\ chu-a 	ban va 1(7)i 

moi (hi% tree 2 (1614.1 sail phLim 

t]eng cua hang [(millet 

(1-orti,2atc) \ a Pulse Secure. Moi 

11 ,.2u\ blab !lay t6n 	teen 500.000 

it 	ehu 	klioan1._2, 480.000 

ma\ Jul L'ua Fortinct va 50.000 

'rut` LH -1U CL1'd PUISC Secure 

iii 
HACKED 

THONG la NGUON 

TAN CONG DUOS 

,,,4c  I^.011.; Tit  4 thi 	:1-  .11;'L CAM" 

DIEM YEU, LO HONG 

AN TOAN THONG TIN 

'Frong twin, cac to chUc quOc to 

da cang bo va cap riNt it nha't 

587 16 116ng, trong d6 có 49 1.6 

hong mtirc cao, 170 lo hOng rmirc 

trung binh, 8 1j) hong rmic thap 

va 360 lo hOng chua danh 

Trong cao co it nhat 64 16 hOng 

cho phap chen va thuc thi ma 

CAC CHINH CO QUAN 

CHINH PHUCCA 23 THANH 

PHO THUOC HANG TEXAS 

DA B! TIN TAC TAN CONG 

Ngdy 20/8/2019,_ cac hao dOug 

boat dua tin v( viec  nhieu  co 
quar chink phu L....._tia 23 thanhpiLO 

thui)c Bang Texas da  bi tin  tic 

kiern soat 

bang ma dC)c ma hOa dt-'s lieu doi 

teen chuOc (Ransomware). S() 

lien ke tan cOng yeu cAu thank 



1. Dini tin clang chfi 

1.1. Mod day, Youtube thOng bao se th&m tinh nang "bac,  cao" vi ph am cEic 

video quang cao doi tuvng tre em. Theo mot bao cao m6i to Bloomberg, Youtube 

ding ho in thic'n cac ke hoach trim khai cua minh. Wng thai nay có the nhftm xoa 

dill cac co quan qinin 	tai Uy ban Thuong mai Lien bang, vi cac co quan nay có ke 

hoach se tien hdnh kiem tra xern YouTube có vi pj_ham Dao luat bk, ve guyen rieng, 

true tuyen cuatreeaicOPPA) thOng qua vic thu thap dix lieu va khOng bao ve  

dung tre trL'n nen tang nay hay khong. 

11- L1'6v (16, Google (cung chinh la cong ty s(-'y hf-ru nen tang Youtube), da ngisng 
♦ 

chin 	ciCr lien cua ngLrai dung tren he dieu hanh Android voi cac nha Inking khOng- 

cLiy 	totn c Theo bao cao cua Reuters, dich vu 

thong tin ming di th)ng (Mobile Network Insights) do Google ra mat nam 2017 

nham giCip cac nlla rmitng len ke hoach hOc nang cap inking khong day bang each 

thi cho hp cao'ng do tin 	va toe do ket not trong \Jung phu song cua ho. Tuy 

nhi&n, cong ty hic'n da quyet dinh chain cHrt vi cc cung cap dich vu mien phi nay, then 

c'c'to do lo ngai rang no co the thu but six giam sat cua ngue'i chling va co (-pan 

quan 1:. 

1.2. Ng'V 20/8/2019, cac bao dung loijt dua tin ye v* nhieu co quan chinh 

phu CCM 23 thanh pho th0c Bang Texas 	bi tin tic kiem soat he thOng may tinh 

bang ma dOc 1111 hoa dir lieu doi tien chu()c (Ronsomware). 	tien ke tan cung ye Li 

call thanh town hiC;n tai clang 	triu do la. 

Cac str CO vC ransomware lien toe xay ra cho thay cac thanh pho cua tioa kti  

cCing chtsa duce trang bi day du cac biers  ha bao dam an toan thOrit7 tin  de ter v(;-' 

trong mai tru-ang ming. MOt nghien ciru thing 5/2019 d5 tim thay hon 169 true.ng 

hyp nhiem ransomware lay nhijm trong cac he thOng cua chinh quyen tieu bang va 

dia phtlong. Chinh quyen dia phaong va Vi n cong nghe khuyen khich cac co quan, 

to chO'c nen co ban sac) luu dir lieu  cua cac  he thOnLquap tr9ng, cao tao nhan vien 

`es cac: v:in de an wan thong tin ming va  dam bao 119 co ke hoach dng, pho skx co 

mang. DOi vciyi nhirng dia ph gongkhOng hoan thanh nhiem vu cai thien nang Iirc cua 

mink, 	nghi eac quan 	tit:InFiph6 xem xet yie:c thue ngoai mot so hoac tat ca 

ca : h() ph:cm cOng Tighè thOng tin cua h9. 

1.3. ificin nay eac tin t:jc Jang tech ccrc thvc hien nhieu cu()c tan cong nham 

khai that cac rric"ly cith VPN chaa 	cac ban va 16i mo. i day cua 2 deng san 

phain not tieng cua hang Fortinet (Fortigate) va Pulse Secure. MOi nguy hai nay du.  

kin ton tai tren 500.000 may ch6 	khoang 480.000 may chu cua Fortinet va 

50.000 may chu cua Pulse Secure. 



Chi tie't •N/‘ 16 116ng thrgc tie't to Can dau tien vac. thang 7 bai Orange Tsai va 

Mch Chang cua nhom nghien ctiru tai Cong ty to van bao m4t DEVCORE, lo hOng 

gi6p cho nhftng ke t in cong có the thcrc thi ma dc)c to xa va thay cloi mat khau. Tai 

hC.)i nghi bao nyat Black Hat a Las Vegas, mot so bang chfrng khai thac 13 hOng nay 

da kluvc cac chuyen gia cong khai sau khi trinh bay. 

Cac to 1-16ng, bao la CVE-2018-13379 (16 hong trong FortiOS SSL VPN) va  

CVF.-2019-1 I 510 (10 hong trong Pulse Connect Secure). 

CI-mg theo Beaumont, CVE-2018-13379 rat de khai thdc va cho phep ke tan 

cong có cluvc thong tin  do nha cua uan tri vien clang cleartext. Chuyen gia 

chO hies Co gan nCra tri o dia chi IP chive lien ket vai cac thi'et bi Fortinet co the  

nhin thati true tuyen. 

tai, theo Bad Packets th6ng ke co 2.658 diem cuOi Pulse Secure VPN de  

bi khai thk. Cac ket qua do quet cho thay nhCrng diem cuoi de bi tan cong thu(ic ye 

nhieu to cht:rc nhay cam hao gom: 

- 	(Nan doi Floa Ky va nhieu co quan chinh quyen Lien bang, dia phuung. 

- 	throng Dai hoc cong 

- 	

Benh vien 	nha cung cap cham soc st:rc khoe. 

- 	(Mc t0 chirc tai chinh 

- 	Khoang 500 cong ty khac. 

l'heo nha nghien cuu Oc 14p Kevin Beaumont cho bier, cid tim thAy nhirng 

cuc)c tan cong ch6ng tai cac may clui Fortigate den to dia chi IP 91.121.209.213 va 

52.56.148.178 cung dang khai thac cung mot 16 hong CVE-2018-13379. 

• . I 

I 

i  Ifinh 1. (c 	chi IP 	7 tan cong vao may chi VPN citnia hang Fortinet 

trung khi do, Beaumont cho hi6t, nhi:rng cuck tan cong co g- ng khai thac cac 

ma` chu Pulse Secure chua clugc va loi den to dia chi IP 2.137.127.2 va  

81.40.150.167 c6 gjing   khai tilde hoc ki6m tra to hong CVE-2019-11510. 



flinh 2. Cthc 	chi IP tan cong vao may chu Pulse Secure 

NliCrng i6 hang nay rat nghiCm1 	vi chiing anh hubbrig den mot phan mem 

diryc truy Op Internet va hoit ck)ng nhLr int cong vao cac N thong rdt quan trong, 

[ill l` caw cua 	Nhirng ke tan cong sau khi khai thac to hOng se có (lave hiiill  

ham \,:21 trong in()t so truc:Ing hop co mat khau ding rO, ma boa da lieu va co the cho 

p114) m9i 	mim ['Nip vao 	rn4ng do. 

K.huythl nghi, cac 	quan to chtlac cc') may chu VPN tren 2 nen tang nay cap 

nkit toari b() b n vá mai nti_it tm1 Fortinet va Pulse Secure dä phat hanh. Tien hanh 

LluLt nhCrng dia IP . \/2-i may chLi Bang nom trong danh sach de bi khai thac de cO 

chmh sijich ngan cWsam nhth. 

lhag tin chi tit CO the' tra cCru 	dia chi: 

n'dashhow.d/news/p 

C 	- 1 1 I JI 
	1 1 ,, k1 _1u _ 111 ,, In u_ r i en kj,_\TN 

2. Nguy co' tan cong 	tit diem yeti lo hong 

Trong tLli.in, c c to chCrc LjuOc to dGi cong bO va cap nh4t it nhat 587 to hong, 

trong d6 co 49 1Ji hong mire cao, 170 1(.") hong mine trung binh, 8 16 hong mdc thap va 

36() lj) hang chisa danh gia. Trong do co it nhat 64 lo hong cho phep chen va thcrc thi 

thong kyr,  thOt cba Coc ATIT chu Ong ra quet tren khong gran ming V ret  

Nam, cLuill gi(A, thOng ke cho thdy c(5 07 to 1-1(5ng/nhOm to h6ng tren cac san pham, 

(JO 	CNTT ph6 bien, có the gay anh huong lin den ngubi cking Vit. Nam, 

NhOm 79 k--) h6ng tren san pham cua Adobe; Nhom 16 18 hong tren Goggle 

Android; Nhom 31 16 h6ng tren Adobe Acrobat and Reader, NhOm 16 16 h6ng trCni 

Android, NhOm 31 lo hO'ng tren san pham cOa IBM, v.v...Thong tin chi tiet ve mc"” 

so 16 hong tre n cac san pham/dich vu pho bin tai Viet Nam cu the nhtr sau: 

Slit) 

STT pham/ 

dick vu 

       

       

M5 1oi quiic to  

 

Ma to ngiin 

 

Ghi dui 

      

       

        



N1-1(5m 79 16 hong tren mot s6 

phien ban cua Adobe Acrobat 

and Reader, Creative Cloud 

Desktop Application cho phep 

d6i Wang tAn cong thi c thi ma  

leWh ttily 

Adobe 

CVE-2019-7965 
;CVE-2019-8003 
1CVE-2019-8009 

  

co 

thong tin 

xac nhz:In 

va ban va 

     

CVE-2019-2126 

CVE-2019-2127 

CVF-2019-2128 

Nhom 16 1,5 hong tren he dieu  

hanh Android cho phep d6i 

tucyng tan cong chen va thuc thi 

ma 1@ill 

MOt sO 10 hong có diem CVSS 

9.3 

Anh huang tai cac ph en ban: 

Android-7.0, 7.1.1, 7.1.2, 8.0 

8.1,9. 

Da 	co 

thong tin 

xac nh.4n 

va ban va 
A.ndroici 

 

Nhom 31 16 h6ng tren mot so  

I C V F.-2019-4294 

(AT-2019-4481 

VE-2019-4483 

san phain cua IMB (API 

Connect, Intelligent Operations 

Cente DataPower Gateway, 

Contract 	Management, 

Informix Dynamic Server 

Enterprise Edition...) cho phep 

,d6i tugng tan cong thu th:ap 

'thong tin, khai thac 16i SQL va 136n va 

Injection de twang tac trai phep  

'vai ca s6 du lieu back-end, 16i 

'XSS, Path Traversal, tan cong' 

leo than g. M'Ot so 16 h6ng cho 

phep chen va thin thi ma Fe'nh. 

Nhom 10 16 hOng tren Jira cho 

phep do i twang tan cong khai Da 	có 

thac loi XSS, CSRF, thu tWp thong tin 

thong tin tai khodn nprefi d6ng„ xac 	nNin 

cf-iuyen htrang ngtthi dOng chen ban 

trang web clOc hai. 

Da 	co, 

thong tin 

xac nhlani 

Atlassian 
	CVE-2019-11585 

4 
ira 
	'CVE-2019-11588 

CV1-2019-11586 

Cisco (WE-2019-1883 NhOm 27 16 h6ng tren mot s(" Da 	co 



f*, 
CVE-2019-1907 Isar) pham 	cua Cisco (NFVIS, 
C1 V F-20 19-1900 	Firepower Threat Defense, 

1 - lyperFlex Software, Integrated 

Management Controller...) cho 

phep clai tugng tan cOng thu 

tl* thOng tin, tan cong nghe 

len, chen va thtrc thi ma 

tan cong leo thang. 
- 

thong tin 

xac nNin 

N/A ban va  

  

Nhom 05 16 hong tren mot so  

firmware san pham cua D-Link 

DIR-823G cho ph0 ctoi twang 

tan cong chen va thcrc thi ma 

Ie'nh de kiem soat thiet bi. 

  

 

C`VF:.-2019-15526 

1 CVE-2019-15527 

 

Da 	co  

thong tin 

xac 	nh‘L:in, 

va ban va 

Dl ink 

 

  

   

    

     

_enovo 

CV E-2019-6178 

CVE-2019-6159 

CAT-2019-6177 

NhOm 05 16 h6ng tren mot so 

san pham, Cmg dung ctia 
Da 

Lenovo (Lenovo Solution 
thOng 

Center, ThinkPad ) cho phep 
)(de 

d6i tong tan cong thu tha . 
va ban 

thong tin, khai thac 16i XSS, 

tan cOng leo thang. 

nhan 

 

co 

tin ,  

vii 

3. !guy ca Oat tan tan cong tir ch6i dich vu 

l an cong Ui ch()i dich vu la hinh thuc tan cong cla co tix lau, va hien tai yin  

Liars dOi tuvng tan cong ixa thich sir dung de thvc hien cac )"/ d0 xdu. Tan cOng ter  

choi dich 	r/e co' ban khOng nguy hien nhung tai gay L'inh hiking den hot Ong 

Cua he thong, gad thief hai ve kinh to cho to chdc bi tan cong. 

l girl cong tlr choi dich v i cá the clugc thkfc 	nhieu ky thOt khac nhau, 

nhang trong nhCrng, nam gan dLiy phan Ian tin Vac huy ch)ng cac thiet bi clang mgr 

cong dich vu sir dyng giao thirc tiDP de thcic hien tan cong. Cac thiet bi nay có the 

bi huy cl(mg de (fang 	thtTc 	tan cOng DRDoS (tan cOng, 	choi dich vu phan 

phfin tan/Distributed Reflective Denial-of-Service) ma hie:u qua tan cong lai rat 

cao. Rdt nhieugiao thac tang Ltriv, dung deu co diem yeu/IO hOng cho phep awe hien 

tan cong nay. 

Ciao th 	 limn khuch dO bang thong 

DNS 
	

28 Ian 54 

   

        

        



SO lAn khtich dal bang thong 

556.9 

6.3 

3.8 

30.8 

358.8 

Ciao thin 

NIP 

SN NI P v2 

NetBIOS 

SSDP 

CharGEN 

(()"11) 

BitTorrent 

Kad 

Quake Network Protocol 

140.3 

3.8 

16.3 

63.9 

Steam Protocol 	 5.5 

Multicast DNS (rnDNS) 2 den 10 

RiPvl 

Portmap (RPCbind) 

131.24 

7 den = 28 

DAP 	 46 d&I 55 

56 cln 70 

60 
--- 

Mcmcached 
	

10,000 d6n 51,000 

Vi@t Nam, có rth nhieu mray chti, thiet bi co the tra thanh nguOn phat tan 

t:tn con ,  DRDoS. Trong tuan co 47,519 (tang so vOi tuan trtrev la 47,494) thiet 

có kha ming h huy dOng vã tra thanh nguOn tan cOng DRDoS. Cac thiet bi nay clang 

dung cc dich vi NTP (123), DNS (53), Chargen (19). Du.eyi day Li bleu d(7) 

thong k thiet bj theo cOng diCh vçi pho bien trong tuan 



• 
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20 

2,, 

Uieu 	 ke thief bi theo con9 dich vy pho bier 

• 

4. Tan cong veto Ceing TT-DT/frng dung web ciia Viet Nam 

Website/COng thong, tin din tCr la kenh sung cap thOng tin hiu qua tuy nhien 

hau 11C-t llorl duvc L uan tam cli:}11 iec bLio dam an toan cho website, rat nhieu trang, 

t6n tai diCtn yeu, 16 hong t,:io nth,  dOi arc_Ing tan cOng có the khai thac de thu-c 

tarp conu tha), doi giao dien, tan cong lira ciao thu thp thong tin tai khoan, thOng tin 

ca nhan, tan cOng cai cam vet phat tan ma GICN. 

trong tuCtn, co 313 tru6ng leap tan cong Vacs trang/cong thong tin cli4'n ter cola 

thrbng hqp tan cong tha\ do i giao dies, 200 trithng hoop tan cong lira  

Liao Whistling), 106 tarO.ng hgp Lin cong chi cam ma Oc. 

11 	 200 
	 106 

I 	 ,t) 	 CAC ,i%11114 1101 phisillilt4 (14) 	WM/ 

t tttt 	C:111 

■ • 



ti 

5. Float Ong cua mang botnet, APT, ma dC)c tai Viet Nam 

5.1. Gic nupg home( phi) hien 

vio Nam có nhieu 	botnet 16n tren the giai clang hocat Ong, trong do 

noi Nt. la Avalanche, Conficker, Gamut, IoTbotnet/Mirai, PonyLoader, Sality, 

W,--tnacry 	Cac mang nay ducyc hinh thanh ttr nhang may tinh, dies thoai thOng 

minh, thit hi rang ... hl lay nhijm ma cl'sc. M6i mang botnet cleu c0 cl5c diem, muc 

tieu khac nhau, tuy nhien deu có (14c diL'm la khi dä bi lay nhi6m ma clOc va tham gia 

%. 21() cLic m4ng botnet nay thi se bi doi tugng tan cong kiem soat ttx xa va lgi dung cle. 

plait tan thu rac/ma (10c n i, thu thap thong tin, cift lieu tren may tinh ngubi &mg, 

cong tlr choi dich 	va g6p phan lam tang ti le lay nhiem ma dOc c~ Viet  

Nam. Du.Oi day la bic'u do hoat Ong cua mot so mpg mang botnet Ian trong tuan: 

Trong tua'n mijng botnet Avalanche (chuyen danh cap thOng tin ngueyi climg) 

hoot (lOng nhieu nhCit 	giam 	so vai tuan truck, co 335.777 lugt dia chi IP ket 

no' %6'i may chu dieu khien (Tuan 33 là 1.147.111). 

5.2. Dank sach IP/ten ,,tient dfic hyi CO nhieu Ot nal lir 1,10 Nam 

11'":31t «tiint/11) 

disorderstatus.ru 

di fferentia.ru 

atomictrivia.ru 



4 	soplifan.ru 

5 	xdqzpbcgrvicj.ru 

6 	xjpakmdcluge.com  

7 	knOugjo\.ru 

ixhtiv.info 

1) 	www.cityolangelsmagazine.com  

1 	somicrososoft.ru 

11 	morphed.ry 

12 	urusurothsorhfuuhl.cc 

13 	www.corpnox-technologie.fr  

14 	75ulqnwb.ru 

6. Khuyn nghi 	 co' quan, do'n vi 

NMI n fele dam an toin thong tin trong 	thong Mang cOa cac co guar), to 

chac, Ctric A I I I kfluy.-n nghi: 

- Theo clOi va cap nht ban vá cho cac to hang, da- c hit la lo hong neu ta i iii1(c  

c'ao n'Ay. 

- Doi v('Ii riL_,u)-/ co bi Icii dung de thvc hien tan cong 	choi dich vu neu tai 

//irk: 3: KiCm1 ti cac dich vu str (Jong giao thdc UDP, hcin che toi da 	mb.  cac  

cOn ,2 dich 	sir dung, giao tht`rc LDP. 'Frong twang hap air dung phai thuang xu.yOn 

then Jai 	 ban vd 16 hOng bao neat cho dich vu, dOng thefi cau hinh clrng  

116a dich vu, Iran clue t6i cla trupy cap den va di lien quan den dia 	dia chi ko 

cthi thief. 

- NI-tarn tr(mh vic. hi (::tc clOi tuvng tan cong 1c i dung cac trang web de thy.c 

cac 114tI1h vi gLly mat an to'<th thong tin nhu da neu trong Imic 4, cac co quail to 

chL:rc cdn phai tf-RKIng, xuytn kiCnll tra, ra seat may chu  web cle kip thari phat 

ccip 

- K 	tru 	1)/ cac thiCt bi trong toan b() he thong ming neu cc') dau hie:u 

kL.'t 1161 (.1Cm cac ten mien cic)c h ii (I yc ATTT da chia se, dac biet la cac ten mien da 

nCn, trong 	5.2 bolo cao nay. 

- Chu On kiem tra, 	soth, bocgs:y ma ch)c ra k_hOi N thong im.ing. Clic 

Al "1 T san sang phai hap vOi c‘,"ic ca quan to chirc tien hanh kiem tra va bac gO.  ma 

(10c hornet tren he th6ng ctia co quan don vi. De xac minh cac may tinh bi nh16'm n-K7i 



ch .̂)c botnet, 	VZ CO the lk"'n1-1 	ArITT theo thong tin ben duOi dé phOi 

hy'p thtrc 

thong tin lien he Ct..ic An toan thong tin, tang 8, so 115 Tran Duy Hung, ciOn 

TP. Ha NC)i; sO dien tho4i: 024.3943.6684; thu then tu aisc(-/ mic.20\ .V11. 

Tr:in tr9nL',./. 

CIJC AN TOAN THONG TIN 
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13ao ca() tom tat 

t long tin (tang chi"! ttiAn 32 (tir 05/08 - 1 1/08/2019) 

0 

•, 

DQNG MANE Ltr'01 

NIJON1 'FAN (TONG MANG 

MAGIj'ART 

I rong thong 7 2019. 	nha 

nghiCn ctirn ha() 	phat hien 

ngan Chad 05.000 hanh (1(mg 

nh0m mtic tiCu danh cap thong tin 

tlic tin dnng tir cac trang \vcb bon 

hang-  trac tuv3n. 111c( thOng 

52).5. ' the tin dting. 	danh cap 

thOtli! tin la cua ngLthi mua hang o• 

loa KV. Canada dung thtir 2 vc-cci ti 

	

ti3p thco la Dire 	ti 

I Li Lan vt:yi ti le 6.49'%, 

NHONI ,Apt BITTER IMAM WI' 

‘'AO CH iN11 PHU TRUNG 

Qt O( 

Theo cac nha nghi3n c(ru ctia 

Anon-mt] (LI 	Dinh m()t trany 

`\ (_'h g la mao 	 k3 

tran2 clang nWp email 

I y Ngoai giao '1. rung (.)u6c. San 

k h i di3n tra. hO cCing da phat hied  

!loll 40 tranu \veil gia rnao 

nhtr nham mk.ic ti3u vao 

(Minh phu va cac tO chile hl- ac 

I ranLI (,)tiOc. 

THONG KE NGUON 

TAN CONG DDOS 

13C.J C1C tti7.9 	1,141 tA 	cC+^g Clcr,  wU p!,C bt. 

DIEM YEU, U) HONG 

AN TOAN THONG TIN 

Trong tuan, cac tO chirc quOc to  

da cong 	va clap n11:it it nhAt 

445 1.6 hong, trong do co 20 16 

hong mire cao, 98 16 hong mdc 

trung binh, 71 lo hong muc thap 

va 256 16 hong chLra danh gia. 

Trong do co it nhat 57 16 hong 

Cho phep Chen va tlwc thi ma 

HON 14,3 TRIFN 

CHILE 131I L9 THONG TIN 

CA NHAN 

'Thong tin cu tri 	hon 14.3 

trie:u ngLa'yi Chile (chiem gan 

80% toan h() dan 	cua dat rar(rC 

nay), da hi li), lot tren mang. (lac 

thong tin nay cluvc lu-u trCr trong 

m()t co SO dir 1 ieu Flasticsearch 

(Elasticsearch - cong cu tim kiem 

tren nen tang Apache Lucene). 



1.. Diem tin clang chi y  

1 1. Trong thang 7/2019, cac nha nghien ctru bao mat da phat hien va ngan 

chin 65.000 hanh clOng nhAm myc tieu danh cap thong tin the tin dung tir cac trang 
eb ban hang trk..rc tuy'n. Theo th"ng ke, 53.5% the tin dung bi danh c'13 thong tin là 

cua ngixhi mua hang a Iloa KS/. Canada dung thfr 2 vai ti le 15.7%, tip theo là Dt:rc 

\Cyi ti 1C! 6.8% va Ha Lan vai ti Ile 6.4%. 

Cac chuyen gia cho rang hoat Ong nay do mot manglu6i co ten là Magecart 

nhieu nham tan cong mang thcrc hien. Magecart thuong sfr dung "web 
skimmers" (cOng cu de lay cap thong tin thanh toan tren cac trang web) de danh cap 
th6ng tin the tin dung cua khaeh hang. Mang luai nay hoat dOng manh tix dAu nam. 
Thang 1/2019, mot nhom t()i pham mang Magecart da sir dung mot tap lenh d".* hai 

gay ton hai cho hang tram trang web thuong mai din tti. Hai thang sau, cac nha 
rathien cCru Oat hien cac clOi twang Magecart sir dung cong mot skimmer twang 

\ 0.1 nha cuiig cap nen tang web. 

Tru.O.e sir phat trien khOng ngt:rng cua cac web skimmer, cac co quan, to chtrc, 

doanh nghie:p CO the dOng g6p vao viec chong lai cac &Si twang tar n cong nay bang 

c4:tch gui cac bao cao tai co quan chtrc nang va cac doanh nghi4 nghien ciru, phat 

trien san pham, dich vu an toan thong tin khi cac trang web bi có d'Au hi6.1 bi tan 

cOng. Can dOi 	nguai dung, nen can trang khi slit dung thong tin the tin clung tren 

cac nen tang trt,rc tuyen. Ngoai ra, nguOi clang can duy tri giai phap phong, chong 

phCin mem cl()se hcil dus-Ic cap nNt thu&ng xuyen tren may tinh cling nhu dien thoai 

thong minh dung de mua hang true tuyen. 

1.2. ThOng tin cu tri cua horn 14.3 triu ngtx&i Chile (chi6m gAn 80% toan to"c5 

thin s') cua clAt nuoc nay), a bi 116, lot tren mang. Cac thong tin nay duvc luu trCr 

trong mot co s6 dCr lieu Elasticsearch (Elasticsearch - cong cu tim kiem tren nen 
tang Apache Lucene). Cue An toan thong tin dd canh bao ve vi& may chu cua 
Flaticsearch bi tan cong nhAm myc dich phat tan phAn mem clOc hai tai Bao cao tom 

tat tinh Minh an toan thong tin clang chi' y tuAn 30/2019. 

Co sa di7r lieu bi 1(), lyt chda ten, dia chi nha, givi tinh, tu•Si va ma s6 thud cua 
14.308.151 ngubi dan. Cac nha nghien cuu da xac nh4n tinh chinh xac cua thong tin 
nati v("yi n-ic)t s6 Ca nhan co dCr li"41 bi k), lot. Nguoi phat ngon cua co quan dich vu  
bLiu cu.  Chile (Chile's Electoral Service) ding da xac nh4n tinh xac thuc cua (.1Cr 
tuy nhien, lai ph0 nhan viec sO• hiru may chti luu trir co sa du lieu bi 10, lot thOng tin. 
Co.  quart nay cho bit ho chive giao nhiem vu theo luat cua Chile 6 cap nh4t du lieu 

;t 	cap giao di4ithOng qua do cu tri co the xac minh tinh hap le ho;dc cap nNt 
thCmg tin cur tri cua hp. Dial nay có the dugc thus hi41 thOng qua cac ang dung di 



clOng hoCjc trang web. Co quan dich vu bau ctr Chile cho rang doi tuvng d5 khai anic 

thong tin ur,1). tir trang Nkch va sau (1(5 tIp Iwp no vao mot 	dCr lieu va plat tan 

len n,in(2. 

1.3. Theo cac nlli nghien cdu cua Anomali dd xac dinh mot trang web gia 

Mao dtrqc thiet ke giOng nhu• trang clang nhO email cua E3() Ngoai giao Trung QuOc. 

San khi diets tra, ho cung da Oat hin lion 40 trang web gia mao khac cung nham 

I11 1c tiC'ti \no chinh phu 	cac to chdc khac Trung Quoc. Tat ca cac trang web deu 

Ali dung chirng thts s6 cua Let's Encrypt de vuvt qua cac canh bao cua trinh duye:t 

cc) Liu) trcIIC Ot tan, chu yeu nham vao nhilng trang clang nhjp tai khoan trvc 

tu\ en va xac tht,rc tai khoan. 

illit-'ilttIt#11114Nr4f113 m 

■ 

1.4 	•t;t• 

• 4 	ir • 	 • • 	 •N• 

Hinh 1 - Truiig web hth ciao nham 1111.1C ileti BO Ngogi giao 

I rang web gia rrnjo duck thiet ke d4c bit de gia ma° trang clang nhjp cho BC') 

ngooi giao Trung QuOc 	danh cap thong tin email, khi ngtroPi dung nhjp thong 

tin ding nIl p CUL1 h(). 

, filTELI5a111-1r)iltiliA4L 	 Xf;f1k5Ti=1. r1,;ET,11=),tgt*Eil 

Thank you, we have received your verification request. Kindly close 
this window for security reason. you may continue with your logged 

in Wi n d ow. 

7.14 

1111717 - Thong hcio 	khi ngirai clung clang nhcip vao trang web 
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firinh 3 - Trung web Ifra clao nham muc. lieu By thirang mai Trung Quoc 

Ngoai ra, trong qua trinh dieu tra N/A phan tich nhirng nha nghien cuu da xac 

dinh 06 ten mien va hon 40 ten mien con mao danh cac trang web cua chinh phu va 

nghicT tY Trung quOc bao Om: 

- 04 co quan chinh phu Trung QuOc 

- 06 doanh nghi0 niTa nu'Oc 

- 01 to chdc thu gia có tru sa tai Hong Kong 

- ,;)2 nIvA cung cdp dich vu email (NetEase Inc. va. Gmail) 

M61 trang web mao danh d&I chi.ra mot cAu trOc d4t ten tuang We, co the là crAu 

cua cung mot nhom to i ph4m mang thkrc hien chin dich lira dao nay: Cat' true 

dCit te'n gom: 

- MOt chu6i ngAu nhk'n cac cha cai va s6. 

- KCt thOc yeti tt Il miC'n d(7)c 1*. 

- N4()t ho'ac hai ky tis "1" (Wye dim them vao Email. 

- Ten mien hgp phap cua Inge tieu tan cong. 

- Bi&n the cua cac tir "acountvalidation" va "verify" 

ThOng tin chi tier ve cac ten mien cick hai nay xem chi tit tai 

hap: ///ti.khon_2,gianmang,. Vlli  

Viec gia mao cac trang web de thu th4p thong tin tai khoan ngueri dUng da  
dircic doi argng tan cong sir dt,ing tir lau, tuy nhien d6n nay van tip tuc duo c t()i 

ply,tm rmAng Lra thich sir dung, diLi do cho thAy van con hi"41 qua do rat nhi&) ngueri 

thing chua co kha nang plxin hiet ducx trang web chinh thong va trang web gia mao. 

1)o \ 	cac ca quan to 	cung cap dich vu cho ngtrbi clang cl4c biet là nhfing to 

chirc cung Cap dich vu lien quan den tai chinh, ngan hang ben canh viec cht:i trong 

cac birt phap 1(51 ti* can phai có nhfing bien phap phi k9 thu4t de bao v" cung nhu. 



lbj) 	cao nNin thik cho 	clUng six dung san pham dich V1.1 cua Minh 

T LI 	11gUy co kra dao. 

2. INguy co' tan cong mang tit'diem yeu lo hong 

I cong twin, cac to cliCrc quOc to (t1 cong bó va cap nWt it nhat 445 16 hong, 

trong do co 20 16 hOng mirc cao, 98 1'6 h6ng nmLrc trung binh, 71 16 hong mdc thap va 

250 to hOnu el-ma cbnh gia. Thong do c6 it nhat 57 16 hong cho phep chen va thkrc thi 

mL-11('n}1. 

Hc thong k5 	cua Cyc ATTT cho ck)ng ra quet tren khong gran ming Viet  

Nam, cLinil gia, thOng 	cho thay có 06 16 hong/nhom to hong tren cac san pham, 

dich 	CA IT ph6 bien, có the gay anh hu.ang lem den ngtse.i dung a Viet Nam, 

nim: Nhom 117 16 hong tren philn mem Cpanel; Nhom 71 16 hOng tren Magento; 

Nhom 03 1j) hong tren phthl mem .Iira, y.y...Thong tin chi tiet ye mot so 16 hong tren 

c,"ic san pham/dich vu phi bien tai Viet Nam cu the nhu.  sau: 

San 

pham/ 

dich vy 

Ma I i quik to  Mo to ngri Ghi chi] 

C vane  

CVE -2017-18386 

CVI-20I7-18460 

C1 V1-2017-18474 

Nhom 117 lo hang tren Cpanel 

cho phep doi twang tan cong 

chen va thkre thi ma 14th doe 

hai qua nhi&I thanh phAn khac 

nhau (PostgreSQL, SQLite, 

/scripts/maildir converter, 

BoxTrapper API...). 

Viet Nam CO it nh't 210 may 

cho Cpanel dang cong khai tren 

Internet. 

Uric ATTT thing, da canh bao 

249 16 hang cua Cpanel trong 1  

tuAn 31. 

Da" 	co 

thong tin 

xac nWn 

va ban va 

2 rvi agent() 

CV L-2019-7890 

CVE-2019-7930 

CVE-2019-7851 

Nhom 71 lo hong tren Magento 

(nen tang nguCm m i ho tra xay 

dung website thuang mai Bien 

tir cho phep truy cap trai phep 

Dä 	co 

thong tin 

xac nt* 

va ban va 



!J ira CVE-20 

CVE-20 

vac, N th6ng, khai thac 18i file 

update de cai cam ma d(15c tren 

N thong. 

L6 hong CVE-2019-7930 co 

dim CVSS la 9.0 

19-14529 

L6 hong tren OpenEMR cho 

phep d6i tuvng tan cong khai 

thac C6i SQL Injection thong 

qua /forms/eye_mag/save.php. 

OpenEMR Id phan mem quail 

1/ ho so.  sir dung trong linh virc 

y t6, n6u 0.ng dung nay bi khai 

thac thi CO the gay ra cac vu 1(5 

lot thong tin cua bOh nhan tai 

cac Nnh vie -1. 

DA 	CO 

phwyng an 

khAcphuc 

19-6968 

19-6969 

NhOm 	02 	lo 	hOng 	tren 

firmware aia thi6t bi D-Link 

DVA-5592 20180823 cho phep 
7-.. khai thac loi XSS, truy clap trai 

phep vao thiet bi de lay thong 

tin 	nhu.  mat khau 	Wi-Fi, 	so 

din thoai (n6u st:r dung VoIP) 

Da 	c6 

thong 	tin 

xac 	nh -4n 

a, v 	ban va 

18-20827 

19-11581 

NhOm 03 16 h6ng tren phan 

mem guar' 1 ./ dux an Jira cho 

phep cl6i tuning tan cong khai 

thac 16i XSS, chen va thirc thi 

ma linh tren he th6ng. 

CO 22 may chu cua V* Nam 

dang public tren Internet co stir 

(icing Jira. L6 h6ng CVE-2019- 

11581 a chive Cuc ATTT canh 

bao tnrc ti6p cl6n 1 s6 don vi 

dang co may chu Jira bi anh 

Da 	o 

thong 	tin 

xac 	nhan 
ban vd.  

CVE-20 
3 , OpenFMR 

'CVE-20 
D-L ink 

CVE-20 

CVE-20 



556.9 NTP 

CharGkN 

6.3 

3.8 

30.8 

358.8 

Ciao thuc 

DNS 

So lin khuch dal bang thong 

28 Can 54 

SN MP\ 2 

Net[31()S 

SISDI) 

,v7 

htrang tir 23/7/2019. 

'Cisco 

ICVI-2019-1971 

CVI. -2019-1910 

CVL-2019-1918 

Nhom 32 16 hOng tren mot so  

san pham ung dung ct:ta Cisco 

(NFVIS, IOS XR Software, 

Firepower Threat Defense 

software, loT Field Network 

Director, Small Business 220 

Series Smart Switches... ) Cho 

phep cloi tuvng tan cong tht,rc 

hien tan cong ttr ch6i dich vu, 

khai tilde loi XSS, CSRF, chen 

va thuc thi ma lnh, tan cong 

leo thang, 

DL-71 	có 

thong tin 

xac nNin 
, 

va ban va 

3. Nguy co' what t:in tan cong tit' chOi dich vu  

T511 cOng 	chei dich vu la hinh thdc tan cong da co tir lau, va hi41 tai van 

(Itryc (lOi Itro. ng tail cong tra thich sir dung de thvc hien cac y do xdu. Tan cong fur  

(Mai dich 	ve co kin 1:h6ng nguy hiem nhung 1,:ti gay anh hurting den hoot Ong 

ctr,I 11e thong, gay thief hoi ye kinh to cho to cht:tc bi tan cOng. 

cOng ttr choi dich vu co the duvc thcrc hien vOi nhieu 1(5/ tht.* khac nhau, 

nhu'n trong nhimg nom On day phan lOn tin tic huy Ong cac thiet bi dang mo  

cong dich vu str dung giao thuv UDP de thtrc hin tan cong. Cac thiet bi nay co the 

bi 	 d6 thing da. thii'c hien tan cOng DRDoS (tan cOng to ch6i dich vu phan 

phCin uiniDistributed Reflective Denial-of-Service) ma hien qua tan cOng lai rat 

cao. IZat nhieu giao th6.c tang .rng dung deu co diem yeu/16 hong cho phep thk,rc hien  

tfin cong 



140.3 QOTD 

Kad 16.3 

Steam Protocol 

Multicast DNS (inDNS) 

131.24 

Portmap (RPCbind) 7 cle'n 28 

56 d6n 70 CLDAP 

TFTP 60 

63.9 Quake Network Protocol 

Giao dike s6lan khue(ch cl#i bang thong 

BitTorrent 3.8 

LDAP 46 den 55 

5.5 

2dên 10 

RIPvl 

Memcached 	 10,000 den 51,000 

I ai V i0 Nam, co rat nhieu may chu, thiet bi có the tra thanh nguon Oat tan 

iiiri cong DRDoS. Trong tumn cO 52,518 (tang so vOi tuAn truck là 50,428) thi6t bi 

Co klui nCing hi buy Ong vi tro thanh ngu6n tan cong DRDoS. Cac thiet bi nay dang 

'no SU' (Icing cac dich vv NIP (123), DNS (53), Chargen (19). Dtroi day la bie'u 

thOng kë thiet bi theo cong dich vu ph6 bin trong tuan. 

Bieu do thong ke thrit b! theo cong dich vy ph6 bin 

9,91B 

1 u 

21,048 

1 
	 I 	 1"..0 9 	Sat Aug 10 



4. Ein cong vao Cling TTDT/ti'ng dyng web ciia Viet Nam 

Website/Cong thong tin dien tus Id kenh cung cap thong tin hie:u qua tuy nhien 

khong duvc quail tar den v* hao darn an toan cho website, rat nhieu trang 

t6ntai diensy6u, 16 hong; bao it, doi tugng tan cong có the khai tilde de thkic 

tan c6ng thay dai giao di n, tan cong lira dao thu thap thong tin tai khon, thong tin 

nkin, tall cong 	cCim v phat tan ma dOc. 

Tron,L2., tuCin, có 466 truo'ng hop tan cong vao trang/cong thong tin din ti cua 

ViO Nam: 09 truang hop tan cong thay dal giao di@l, 39 truemg hgp tan cong Hra 

duo (Phishing), 419 truaTil._4 he p tan cong cai cam ma cic)c. 

9 419 

1 114)11: 	%.( 111911,2. cac trang I•ci) 	 trong him) 

the() idth 	 (Iich ' y 

• ■ PT • Hv`,') •(,1\10 /* ioNh,H)Fic)ri 	•()the, 

5. MO-  Ong cull rang botnet, APT, ma sis:ic tai ViO.  Nam 

5.1. (Clic myng botnet pho hien 

i0 Nam co nhiu rang botnet 	tren 	dangh(xjt Ong, trong do  

nni Nit Li Avalanche, Conficker, Gamut, loTbotnet/Mirai, PonyLoader, Sality, 

Linacr\ 	nr„ing 	duoc hmnh thanh tlr nhCrng may tmnh, 	thoai thong 

mirth, thiCI. 	 nhim rYma cic)c. MOm rang botnet deu co ct,ic diem, mcic 

ti Cu khL'ic nhau, tuy nhien d&I co (14 diem la khi cid bi lay nhi6m ma dOc va thane gra 

\L'io 	m'ong botnet nay thi sC.', hl c10ituvng tan cong kiem soat tis xa va lvi dung de: 



cone. tir cllol dich vu 	 phan lam tang ti le lay nhi'em ma dick O.  Viet  

Dai'fi day la Neu do boat Ong cua mot so ming mang botnet loin trong tuan: 

A.200M11 

Frong t uan mang botnet Avalanche (chuyen danh cap thong tin ngu*i dUng) 

hoot clung nyanh nhAt va có giam so voi titan truac, co 306.155 lugt dia chi IP 1(t 

n()i 	may chu dieu khien (Tuan 31 IA 687.285). 

5.2. Dan/i sach IP/ten mien di)c hyi co nitiu kelt mil tip Viet Nam 

I' 

1 
	

11. hmiblgoja.ru  

mel.cloudcontentsmak.com  

3 	mokoaehaeihgiaheih.ru 

4 	realhotchickss.com  

ajkeahkeueafuiaeufru 

6 	pracianewstyle.com  

7 	bszotsjovih.com  

8 	strikotunrev.top 

9 	letstryitnowx.online 

10 	‘villem(a)alternativa.n1:444134 

1 1 	estellavw11(a)tango.whiskey.ezbunko.top:x4ivyga5lf 

12 	carniam2@yillager.co.uk:iluvmel 



•, 

6. Khuyen nghi dui vol clic 	quan, dun vi 

bao dam an wan thong tin trong he thong 1ll4ng cua cac co quan, to 

chCrc, 	ATTT khuyen nghi: 

- Theo clOi va cap nht ban va cho cac to hOng, c ac bit la 16 hong neu tai 11111C 

brio C:10 11:IV. 

- Doi 	nguy co bi 101 dung de tht,re hi'n tan cong 	choi dich vu neu tai  

mric 3: 	tra cac dich vu sd dung giao thirc UDP, han the toi cia vies ma.  cac 

cling dich vu str dung giao thlk UDP. Trong trthyng Iwp stx ding phai thubng xuyen 

they) dOi va 	nkit ban va Io hong bao mat cho dich vv, &Ong thoi cau hinh cirng 

116a dich 	hats the toi (la truy cap den va di lien quan den dia chi/dai dia chi ko 

can thit. 

- N half tninh vi(:c hi cac dOi ttrgng tan cong 19.i dung cac trang web de tiwc 

11101 cac hanll vi gay mat an toan thong tin nhtr da neu trong 11111C 4, cac co quan to 

chin: c'Lln phai thisO•ng xuyen kiem tra, ra soat may chu web de kip theri Oat hien va 

- tra va xt:r 	thiet bi trong toan bo he thong mang neu co dau hien  

kC't not den cac ten mien Oc hai Cuc ATTT ca chia se, ctjc bi't la cac ten mien da 

neu trong /11r/Li 5.2 bao cth) nay. 

- Chu Ong kiem tra, ra soLit, boc g,(1 ma doc ra khOi he thong ming. Cyc 

Al FTsan sang phoi hvp v6. i cac co quan to cl- "rc tin hanh kiem tra va boc ga ma 

d(:)c botnet trenh(. thong cua co quan don vi. De xac minh cac may tinh bi nhiem ma 

dOc botnet, Qu);' don vi có the lien h" vai Cue ATTT then thong tin ben duai c#e phoi 

hyp trwc 

.1 .116ng tin lieu he Ctic An toan thong tin, tang 8, so 115 -Iran Duy Hung, ciOn 

Ceti (ikl\ 	P. fla Nic); SC) diem thoai: 024.3943.6684; thLr c#ien tt:r ais(a mic.L,J)\ .v  

Iran tr9nL),./. 

CLJC AN TOAN THONG TIN 
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